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Executive Summary

This Policy gives provides guidance for safe, responsible behaviour whilst
accessing the Oasis systems and the internet.

The document provides a holistic approach to running an Operational E-Safety
Policy both across Oasis Community Learning and within individual Academies.

Whilst the Policy will be maintained by Oasis IT Services it will be monitored and
reviewed Nationally by Oasis Group Executive on a regular basis.

This policy:
0 applies to activities taking place in any location where access to and the
use of any Oasis IT systems and/or equipment takes place
0 covers the use of personally owned PCs and devices on Oasis premises
0 contains details of the baseline User account protocols that will be
deployed across Oasis Community Learning
0 Contains guidance on strategy and support templates for establishing how

the Policy can be developed, implemented and monitored within an
individual Academy
Use of Oasis IT facilities will be deemed to be acceptance of the terms and
conditions of this Policy
All users will adhere to group password policy and guidelines in addition to all
relevant regulatory and legal requirements.
Oasis IT Services reserve the right to monitor email, telephone and any other

electronically-mediated communications, whether stored or in transit, in line with
relevant legislation

An individual Academy is required to decide and state within their Operational E-Safety Policy:

1

= =4 -4 4 =9

A strategy for use of Technologies
Whole School planning and procedures for use of Technologies
Academy procedures for Incidents, escalation points and sanctions
Named personnel with their roles and responsibilities
Planned and acceptable use of Technologies around the Academy
Acceptable use of Technologies Agreements:
o] Oasis Staff
o] Oasis Students
o] Key Stage 2 Students
o] Secondary version
o] Parents/carers
Consent for use of Oasis systems:
o] Consent form Reception/Key Stage 1
Consent form Key Stage 2/ Secondary
Home Use Agreement — Oasis equipment
Home School Agreement

0
0
0
o] Biometrics Parent/carer information and Opt-in Form

If a strategy for ‘Bring your own device’ (BYOD) is being deployed, there should be a clear
statement regarding:

1
1

Managing the use of personal devices within learning
Managing devices within learning
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Implications for Academy Operational E-Safety Policy

To ensure compliance with the Oasis Community Learning E-Safety Policy each Academy is
responsible for setting in place an operational E-Safety Policy. The Policy must be robust and
define:

1 The vision and strategy for use of technologies with Academy
1 Permissible use of technologies within the school environment and learning

1 How any incidents or infringements of an Academy’s operational E-Safety Policy are
reported and dealt

1 How training on E-Safety and procedures relating to successful implementation of E-
Safety Policy will be achieved for the different users

1 How the Acceptable Use of Technologies Agreements will be explained, issued and
signed by the different users of the Oasis IT system and equipment.

The following areas should be stated within an Academy’s own operational E-Safety Policy.

Sample templates, guidance and definitions are available within the Policy and Appendices.

Area of E-Safety Included

Academy strategy for use of Oasis IT systems

Escalation points and outcomes

Rules for Students

Academy procedures and support

Incident and sanctions matrices

Academy Policy re communication technologies

How incidents are reported

Roles and responsibilities

Use of technologies around the Academy

Acceptable Use of Technologies Agreements

1 Oasis Staff & Volunteers (including Academy Councillors and
guests)

i Oasis Students

1 Secondary Students

9 Parent/Carers Consent Agreements

Home Use Agreement — Oasis equipment

Opt-in Consent Form Biometrics

Bring Your Own Device (BYOD) Policy i1 if applicable

Managing personal, student owned devices within learning
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1 Introduction

1.1 Purpose
This E-Safety Policy applies without exception to all users of ICT facilities and equipment
within the Oasis Trust (Oasis). This includes staff, students and any visitors who have
been provided with temporary access privileges.

The purpose of this policy is to provide guidance on the use of network resources which
includes the use of any online Oasis system and Microsoft Office 365, the internet, e-
mail, instant messaging, social media, media publications, file transmission and voice
communications.

1.2 Scope

The policy applies to activities taking place in any location where access to and the use
of any Oasis ICT systems and/or equipment takes place, e.g. laptop computers at home;
remote access to any online Oasis system and Microsoft Office 365 and networked
resources.

The policy also covers the use of personally owned PCs and devices on Oasis premises.

All users will be deemed to be familiar with and bound by this E-Safety Policy. A copy of
this policy can be found on the Oasis SharePoint.

The contents of this document are fully compliant with the DfE statutory guidelines that
come to be enforced from 05.09.2016 in ‘Keeping children safe in education’. Although
still under the advisory provision, the Appendices within this document and the E-Safety
policy cover the use of Oasis IT Services if applied correctly within Academies.

1.3 Change

This policy is maintained by Oasis Group IT Services. Requests to change the policy
should be made to the Head of Group IT Services. All changes will need to be approved
by the Head of Group IT Services and the Oasis Group Executive.

2 Authorisation

2.1 In order to use ICT facilities at Oasis a person must have been issued staff, student or
guest access to the network. Use of Oasis ICT facilities will be deemed to be acceptance
of the terms and conditions of this policy.

It is expected that all users will adhere to group password policy and guidelines in
addition to all relevant regulatory and legal requirements. Details of the Password
protocols are available in this document.

3 Privacy and Monitoring

3.1 Oasis IT Services reserve the right to monitor email, telephone and any other
electronically-mediated communications, whether stored or in transit, in line with relevant
legislation.

All users of Oasis ICT facilities or equipment expressly waiver any right of privacy and
therefore should have no expectations of privacy in anything they create, store, send or
receive using Oasis’ ICT systems and equipment.

Oasis Community Learning E-Safety Policy
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3.2

Reasons for such monitoring include the need to:

1 Establish the existence of facts (e.g. to provide evidence of commercial
transactions in cases of disputes);

1 Investigate or detect unauthorised use of group telecommunications systems and
ensure compliance with this policy or other Oasis policies;

9 Ensure operational effectiveness of services (e.g. to detect viruses or other threats
to the systems);

9 Prevent breach of the law or investigate a suspected breach of the law, the Oasis
polices or contracts;

1 Monitor standards and ensure effective quality control.

3.3 Monitoring may involve:

3.4

3.5

3.6

1 Examining the number and frequency of emails;

1 Viewing sent or received emails from a particular mailbox or stored on any
server;

1 Examining logs of ICT facility usage;

1 Monitoring the amount of time spent on the Internet;

1 Internet sites visited and information downloaded.

Where abuse is suspected a more detailed investigation involving further monitoring and
examination of stored data may be undertaken. Where disclosure of information is
requested by the police, (or another law enforcement authority) the request should be
directed to the Head of Group IT Services or other designated staff member.

Oasis staff who have access to personal data, (as defined under the Data Protection Act
1998) are responsible for ensuring that such data is not made available to unauthorised
individuals and that the security of all systems used to access and manage this data is
not compromised.

Oasis IT Services maintain the right to access the Oasis email account of staff members
after termination of employment for operational reasons and for the continuing delivery of
services.

Definitions of Unacceptable Usage

Unacceptable use of computers and network resources may be summarised as:

9 Creating, displaying or transmitting material that is fraudulent or otherwise

unlawful or inappropriate.

1 Threatening, intimidating or harassing employees and students including any
message that could constitute bullying or harassment, e.g. on the grounds of
sex, race, disability, religion or belief, sexual orientation or age.

Using obscene, profane or abusive language.

Using language that could be calculated to incite hated against any ethnic,

religious or other minority group

1 Intellectual property rights infringement, including copyright, trademark, patent,

design and moral rights

Defamation (genuine scholarly criticism is permitted)

Unsolicited advertising often referred to as “spamming”

Sending emails that purport to come from an individual other than the person

actually sending the message using, e.g. a forged address

Attempts to break into or damage computer systems or data held thereon

Actions or inactions which intentionally, or unintentionally, aid the distribution of

computer viruses or other malicious software

9 Attempts to access or actions intended to facilitate access to computers for
which the individual is not authorised

9 Using the network for unauthenticated access

E ] E

E
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4.2

4.3

4.4

5.1

52

5.3

1 Using the ICT facilities to conduct personal commercial business or trading

Restrictions should be taken to mean, for example, that the following activities will
normally be considered to be a breach of policy:
1 Downloading, distribution, or storage of music, video, film or other material, for
which you do not hold a valid licence or other valid permission form the copyright
holder

9 Distribution or storage by any means of pirated software

1 Connecting an unauthorised device to the network, i.e. one that has not been
configured to comply with this policy and any other relevant regulations and
guidelines relating to security, purchasing policy, and acceptable use

1 Circumvention of network access control

1 Monitoring or interception of network traffic, without permission

9 Probing for the security weaknesses of systems by methods such as port-
scanning, without permission

9 Associating any device to network Access Points, including wireless, to which

you are not authorised

1 Non-academic/non-business related activities which generate heavy network
traffic, especially those which interfere with others’ legitimate use of ICT services
or which incur financial costs

9 Excessive use of resources such as file store, leading to a denial of service to
others, especially when compounded by not responding to requests for action

9 Frivolous use of ICT suites, especially where such activities interfere with
others’ legitimate use of ICT services

1 Use of CDs, DVDs, and other storage devices for the purpose of copying
unlicensed copyright software, music, etc.

1 Copying of other peoples’ website material without the express permission of the
copyright holder

1 Use of peer-to-peer and related applications. These include, but are not limited
to, Ares, BitTorrent, Direct Connect, Morpheus, KaZaA

Staff and students should consider the spirit of the Oasis Ethos when working on Oasis
ICT systems. Any conduct which may discredit or harm Oasis, its staff or the ICT
facilities or can otherwise be considered intentionally unethical is deemed unacceptable.

Incidents of misuse will be dealt with by Oasis in accordance with the Behaviour for
Learning Policy (students) or be subject to the disciplinary procedures outlined in the
terms and conditions of employment (staff). The appropriate level of sanctions will be
applied as determined by the nature of the reported misuse. A sample matrix for student-
related incidents which could occur can be seen in the Oasis E-Safety Policy.

Legal constraints

Software may not be copied, installed, or used on Oasis IT equipment except as
permitted by the owner of the software and by law. Oasis IT services will properly license
software and strictly adhere to all licensing provisions, including installation, use,
copying, number of simultaneous users, and terms of the license

It is up to the user to check the terms and conditions of any licence for the use of the
software or information and to abide by them. Software provided by Oasis IT Services
may only be used as part of the user's duties as an employee or student or for
educational purposes.

The user must abide by all the licencing agreements for software entered into the by the
Oasis Trust with other parties, noting that the right to use any such software outside
Oasis premises will cease when an individual leaves the institution. Any software on a
privately owned computer that has been licensed under an Oasis agreement must then
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be removed from it, as well as any Oasis owned data.

5.4  The user must comply with all the relevant legislation and legal precedent, including the
provisions of the following Acts of Parliament, or any re-enactment thereof:

Copyright, Designs and Patents Act 1988;

Malicious Communications Act 1988;

Computer Misuse Act 1990;

Criminal Justice and Public Order Act 1994;

Trade Marks Act 1994;

Data Protection Act 1998;

Human Rights Act 1998;

Regulation of Investigatory Powers Act 2000;

Freedom of Information Act2000;

Communications Act2003;

Criminal Justice and Immigration Act 2008

Keeping children safe in education

A-—a-_a_a_Aa_a_a_a_a_a_9a_9

Any breach of the above legislation or related polices is considered to be an offence and
in that event, Oasis Trust disciplinary procedures will apply.

For further information, please contact the National IT Service Desk:
servicedesk@oasisuk.org

6 Overview of E-Safety

Oasis recognises that the use of ICT is expanding rapidly in all sectors of society. The
exchange of ideas, social interaction and learning opportunities involved are greatly
beneficial. However, the internet is vast and unregulated, and, in common with all
communication media, there remains the concern that it can be abused. Therefore, this
policy sets out strategies for the safe and responsible use of any online Oasis system
and Microsoft Office 365, Oasis networks and the internet.

All users are accessing the internet both in and out of the Oasis network. Therefore,
Oasis Trust aspires to ensure that all users in the Academies are aware of potential risks
and how to practise safe, responsible behaviour whenever and wherever they are online.

We will ensure that all users of technology can be safe online when they are in the care
of Oasis and will educate them to protect themselves when they are not in Oasis care.
As a consequence, when they use technology that is new to them, they will act in a
responsible and safe way.

We want all professionals to use technology to enhance their working practice and find
new ways of personalising learning that suit the different aptitudes and interests of
learners, including those with special needs. Technology can improve the planning and
delivery of teaching as well as making the learning experience more dynamic and
interactive. ICT can help to ensure that students find the learning process more
meaningful, enjoyable and engaging. Therefore, we want the effective use of technology
to be embedded in teaching and learning across all Oasis activities.

E-Safety is seen by Oasis as an extension of general safeguarding and child safety.
Therefore, we aim to generate a wide-ranging awareness of the responsibilities, policies
and procedures around child safety. Safeguarding users is everyone’s responsibility
therefore these regulations apply to all users, no matter what their role within Oasis.

This policy gives provides guidance for safe, responsible behaviour whilst accessing the
Oasis systems and the internet. Please refer to the Oasis IT Security Policy and the
Acceptable Use of Technology Policy for guidance regarding the security of data and
ICT equipment.

Oasis Community Learning E-Safety Policy
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It is Oasis’ policy to protect users from harm, so far as is reasonably practicable, whilst
maximising the educational and social benefits of using technology. Therefore, this
policy aims to give guidance on how this can be accomplished.

6.2 Statement of Responsibilities for E-Safety

Oasis has a responsibility to ensure that all reasonable and appropriate steps have been
taken to protect users whilst using Information Technologies.

Whilst each individual is responsible for their own E-Safety, a detailed description for the
role and responsibility for each of the following groups is defined in Appendix 3 Roles and
Responsibilities

1 Oasis Trust Group Executive:
Overall responsibility for the E-Safety Policy

1 National/Regional Academy Directors:
Responsible for the effective operation and monitoring of the E-Safety Policy by
Academies and Academy Councils

1 Oasis Academy Principals, Senior Leaders and Designated Safeguarding
Leaders
Responsibility for implementation of the E-Safety Policy within an Academy and
reviewing on a regular basis

9 Oasis National, Regional and site-based IT support teams:
Responsibility for the creation of a safe working environment and reviewing
regularly procedures against new technologies

9 Oasis staff, including external agencies
Responsibility to make sure that they and students can work safely within E-
Safety guidelines

1 Oasis Students
Responsibility for their own actions and their use of IT facilities at Oasis.

1 Responsibilities of Parents/carers

Responsibility for understanding the Oasis E-Safety guidelines and ensuring
that their child works within those E- Safety guidelines.

6.3 Each individual is responsible for making sure that they understand what their role and
responsibility entails,

6.4 Oasis has a responsibility to ensure that all reasonable and appropriate steps have
been taken to protect users whilst using Information Technologies. To that end each
Oasis Academy will take every opportunity to help staff, students and their
parents/carers understand E-Safety issues through staff training, parents’ meetings,
newsletters, letters, website, online learning spaces as well as providing information
about national and local E- Safety campaigns.

(See the Appendix 4 - Oasis Safeqguarding Statement of Intent)

7 Access to the Oasis Network, Internet, any online Oasis system and
Microsoft Office 365

7.1 Oasis views access to its technology and to the internet as a privilege and not a right.
Oasis’s computer network is the property of Oasis and all staff have the responsibility to
use Oasis’ computer resources and the internet in a professional, lawful and ethical
manner.

Where authorised by their line manager, staff will be provided with access to Oasis’
computer network and any other access to online Oasis resources. They will be given a
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7.2

7.3

7.4

7.5

7.6

7.7

unique authorised user account and password for use on the Oasis Network only when
they have signed and agreed to abide by the E-Safety Policy for Staff.

Parents/carers will be asked to sign and return a consent form before students are
allowed to use Oasis’ computer systems to access the internet or to use email facilities.

Students will be provided with access to Oasis’s computer network in their initial core IT
lesson. They will also be given a brief induction and explanation of their responsibilities
regarding technology in Oasis. They will be asked to sign a contract agreeing to the E-

Safety Policy.

Once users have signed the E-Safety Agreement (default level documents of each type
of consent form is found in Appendix 5 — Default Acceptable Use Agreements) the Oasis
IT Service team will be responsible for setting up authorised user accounts on the
network and giving every user an initial password. Any passwords generated for use by
the Oasis IT Service team should be changed immediately after initial use. Please see
guidance on passwords below.

Oasis is committed to reinforce responsible use of the internet at every level. Therefore,
‘Rules for Students’, a responsible use statement which clearly states what is acceptable
and what is not acceptable, should be displayed prominently wherever IT equipment and
the internet is available within Oasis. (Please refer to a sample statement in Appendix 2
Rules for Students).

Protocol for primary student accounts, passwords and email

Please see more details of the rationale that applies to the baseline for student account
protocols in Appendix 7 - Rationale for primary student accounts, email and password
protocol. The rationale explains why the settings provide maximum security levels for
use of the Oasis systems.

1 Each student will have their own OasisNet account. Whilst in theory all users
already have an individual user account, many academies, particularly primary
academies make extensive use of shared user accounts particularly with
younger students. To enable IT Services to monitor the safe usage of the Oasis
system it is necessary for each student to have and make use of their own
accounts. Any exception to this baseline

9 IF Studentis in Year 3 or below - Set simple password and password does not
expire. Do not mail enable. Do not license a mailbox.

9 IF Studentis in Year 4 and Year 5 - Force complex password. Mail enable.
License with mailbox license. HOWEVER, Mail Flow rules will be in place
restricting to internal mail flow only. They will not be able to email external
addresses.

9 IF Studentis in Year 6 or above - Force complex password. Mail enable.
License with mailbox license. No mail flow restrictions — student can email
internally and externally.

Passwords

With the advent of increasingly sophisticated password cracking programs, steps need
to be taken to minimise the problem posed by malicious users trying to break into
accounts. The security of passwords used for accounts held on Oasis’ servers is a highly
important issue. The passwords used should be carefully considered as badly chosen
passwords have the potential to be cracked or easily guessed.

i For staff and Students (Key Stage 3 and above) passwords must be at least 7
characters long and should be a combination of letters and numbers

1 For younger students a simpler password is allowed but must be at least 4
characters long.

1 A password must not be based on anything connected with the individual who
owns the account. This includes anything associated with a name or initials, job
description, address or postcode.
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7.8
7.8.1

7.8.2

7.8.3

7.9
7.9.1

7.9.2

7.9.3

7.9.4

1 Any passwords generated for use by the Oasis IT Service team should be

changed immediately after initial use.

User accounts are issued by the Oasis IT Service team for individual use only.

Accounts and passwords must not be shared, given away or offered for use to

anybody else.

1 Users must take all reasonable steps to keep their passwords confidential and
must not disclose them to anyone else.

1 Passwords should be changed at regular intervals.

= =4

Internet Access

All access to the internet at Oasis must be via the filtering software installed by Oasis.
This filtering software should help to prevent access to inappropriate sites available over
the internet. However, no automatic filtering service can be 100% effective in preventing
access to such sites and it is possible that users may accidentally access unsavoury
material whilst using the internet. In such circumstances, users must exit the site
immediately and advise the person responsible for ICT in the Academy, providing details
of the site, including the web address, to reduce the possibility of the material being
accessed again in future. The person responsible for ICT will then arrange for the filtering
rules to be revised to block the site.

Access to the internet is available for authorised users only and is provided to support
work related activities and for educational purposes only.

There is a huge amount of information available to users via the internet, and students
should be taught to be critically aware of the materials they read and shown how to
validate information before accepting its accuracy. Students should be taught to
acknowledge the source of information used and to respect copyright when using
internet material in their own work.

Acceptable use of the internet is detailed in this E-Safety Policy. As a general rule, users
should remember that they are acting as a representative of Oasis and should at all
times have regard for Oasis policies and legislation when using the internet.

Email

Oasis operates an organisation-wide email system; where appropriate, staff and
students will be provided with a unique Oasis account for their individual use. Access to
this email account will be rescinded on termination of employment and all other network
passwords changed

However, un-regulated email can provide a means of access that bypasses the
traditional Academy boundaries and it is difficult to control content. Therefore, in Oasis
context, email should not be considered private and Oasis reserves the right to monitor
email accounts. To maintain the safety of staff and students, it is the policy of Oasis
Trust to filter incoming and outgoing emails for viruses and potentially harmful
attachments.

Oasis realise that any filtering is not 100% effective, and there is a clear commitment to
educate staff and students to become responsible users of email and to be self-regulating
to a large extent.

If an offensive email is received, the Oasis IT Service team or a person responsible for
ICT at the Academy should be contacted immediately so that appropriate measures can
be taken. Students who choose to misuse the email system will be subject to disciplinary
procedures by Oasis.

Email sent to an external organisation from Oasis should be written carefully. Personal
email or messaging whilst in the course of employment at Oasis should not take place
and personal email between staff and students is forbidden. Abuse of the use of email
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7.9.5

may lead to disciplinary consequences for both staff and students.

Student is in Year 3 or below they will not be able to send individual emails from their
Oasis.net accounts license a mailbox. Student is in Year 4 and Year 5 rules will be in
place restricting to internal mail flow only. They will not be able to email external
addresses. Student is in Year 6 or above has no mail flow restrictions — student can
email internally and externally.

7.10 Media Publications

7.10.1

7.10.2

7.10.3

Video and photographic technologies can be very powerful learning tools. However,
photographs and/or video may be taken by staff to support educational aims only.
Named images of students will only be published with the separate written consent of
their parents or carers. Publishing includes, but is not limited to:

1 Oasis web sites

1 Web broadcasting,

1 TV presentations

1 Newspapers

Students will be allowed to use video conferencing functionality within a controlled
educational context under the guidance of Oasis staff

Care should be taken when capturing photographs, videos or using video-conferencing
to ensure that all students are appropriately dressed and permissions gained from
parents and carers in line with normal guidance.

This may be altered or amended at any time by the parent or carer by written request.

7.10.4 Student’s work will only be published if the parent’s or carer’s written consent is

7.11

7.11.1

7.11.2

7.11.3

7.11.4

received. This may be altered or amended at any time by the parent or carer by written
request.

Social Networking sites, Newsgroups and Forums, Chat and Instant Messaging,
Personal Website and Blogs

Conferencing is a powerful method for students and staff to share information and
opinion. However, some conferencing applications, including chat and newsgroups
sometimes attract undesirable and irrelevant comment. Open access to un-moderated
newsgroups by contributors means that newsgroups can be infiltrated by the immature
and offensive and for this reason, may not be made available in Academies.

As part of the E-safety sessions run within the curriculum, students will be instructed
about access to social networking sites and how such websites will be used within an
educational context. Students will be told about the restrictions that apply to personal use
and how they should protect their personal information.

Oasis will maintain online Oasis systems and Microsoft Office 365, to enable staff,
teachers, students and parents/carers to jointly celebrate, share and learn from one
another. The tools provided within any online Oasis system and Microsoft Office 365
provide a secure way of introducing students to the world of social networking and how
to protect themselves as they become autonomous users of technology systems that fall
outside of controlled school environment. These tools include blogs, forum and a video
conferencing/IM solution.

Oasis realises that the majority of young people are using social networking sites at
home. We aim to make students responsible users of these sites and therefore students
should be made aware of the advantages and dangers of using these websites.
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8 Academy Operational E-Safety Policy — procedures, child protection,
incidents, sanctions and management

8.1 To ensure compliance with the Oasis Community Learning E-Safety Policy and the Oasis
Acceptable Use of Technologies Policy each Academy is responsible for setting in place
an operational E-Safety Policy. The Policy must be robust and secure system and define
how any incidents or infringements of an Academy’s operational E-Safety Policy are
reported and dealt with according to their chosen Discipline and Sanctions policies.

8.2  The main considerations within the policy has to be the safety of the individual users and
the system itself. In order to establish an operational document, the following headings
should be applied to an individual Academy’s solution for E-Safety.

Heading Comment / Reference
Academy strategy for use of Academy vision for use of technologies and
Technologies embedded E-Safety — Additional Oasis

Resource: ‘Developing safe use of learning
technologies’

Whole School planning and Appendix 2
procedures for use of f Additional Oasis Resources

Technologies 1 6 R e assifonTechnologies Framework

9 Outstanding Digital Learner Framework

Academy procedures for Appendix 2
Incidents, escalation points and
sanctions
Roles and responsibilities Appendix 2
Use of Technologies around the Appendix 5
Academy
Rule for students Appendix 2
Acceptable use of Technologies Appendix 5
Agreements:

1 Oasis Staff

i Oasis Students

1 Key Stage 2 Students
1 Secondary version

9 Parents/carers

Consent for use of Oasis Appendix 5
systems:
1 Consent form Reception/Key Stage
1
1 Consent form Key Stage 2/
Secondary
1 Home Use Agreement i Oasis
equipment
Home School Agreement Appendix 5

I Biometrics Parent/carer information Appendix 5
and Opt-in Form

Use of BYOD Appendix 5
Managing devices within learning Appendix 5

8.3  When using the references outlined each Academy must explain the E-Safety
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procedures as will work within the Academy as a whole. The Policy should provide a
clear explanation of:

1 How any breaches of the E-Safety Policy will be reported and dealt with
1 How E-Safety training will be implemented for the different users

1 How the Acceptable Use of Technologies Agreements will be explained, issued
and signed by the different users of the Oasis system and equipment.
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Appendices Guidance Documents

To support an Academy in determining how to apply the E-Safety Policy and to adapt to their
own environment and operational E-Safety Policy a series of Guidance documents are provided
for consideration.

The Guidance documents cover:
T Appendix1 Legal constraints
1 Appendix 2 Developing E-Safety, Academy Strateqgy for use of Technologies,
Escalation points and sanctions
A Rules for Students
A Whole school planning and procedures
A Incidents and Sanctions Matrices
1 Appendix 3 Roles and responsibilities
1 Appendix 4 Oasis Safequarding Statement of Intent
T Appendix5 Acceptable use of Technologies
A Use of technologies around Oasis
A Default Acceptable Use of Technologies Agreements:
o Oasis Staff
Oasis Students
Key Stage 2 Students
Secondary version
Parents/carers
Consent form Reception/Key Stage 1
Consent form Key Stage 2/ Secondary
Home Use Agreement i Oasis equipment
Biometrics Parent/carer information and Opt-in Form
Acceptable use of BYOD
Academy Preparation for BYOD
Managing devices within learning
1 Appendix 6 E-Safety in other Oasis Community Learning Policies
A Anti-bullying Policy
Behaviour for learning Policy Curriculum Policy (Primary)
Teaching and learning Policy & Guidance (Primary)
Curriculum Policy (Secondary)
Teaching and Learning Policy XXXX — XXXX (Secondary)
Parental/Carer’'s Code of Conduct Policy
Offsite activities and educational visits Policy
1 Appendix 7 Rationale for primary student email and account protocol

(o]
(]
(o]
(o]

I I D D

> > > > >
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Appendix 1 Legal constraints - references

Copyright, Designs and Patents Act 1988

This Act, together with a number of Statutory Instruments that have amended and extended fit,
controls copyright law. It makes it an offence to copy all, or a substantial part, which can be a
quite small portion, of a copyright work. There are, however, certain limited user permissions,
such as fair dealing, which means under certain circumstances permission is not needed to
copy small amounts for non-commercial research or private study. The Act also provides for
Moral Rights, whereby authors can sue if their name is not included in a work they wrote, or if
the work has been amended in such a way as to impugn their reputation. Copyright covers
materials in print and electronic form, and includes words, images, sound, moving images, TV
broadcasts and many other media.

http://www.legislation.gov.uk/ukpga/1988/48/contents

Malicious Communications Act 1988

Under this Act it is an offence to send an indecent, offensive, or threatening letter, electronic
communication or other article to another person. Additionally, under the Telecommunications
Act 1984 it is a similar offence to send a telephone message, which is indecent, offensive, or
threatening.

http://www.legislation.gov.uk/ukpga/1988/27/contents

Computer Misuse Act 1990
This Act makes it an offence

i to erase or amend data or programs without authority;
to obtain unauthorised access to a computer;
to "eavesdrop" on acomputer;
to make unauthorised use of computer time or facilities;
maliciously to corrupt or erase data or programs;

i to deny access to authorised users.
http://www.legislation.gov.uk/ukpga/1990/18/contents

1
1
)l
T

Criminal Justice & Public Order Act 1994
This defines a criminal offence of intentional harassment, which covers all forms of harassment,
including sexual. A person is guilty of an offence if, with intent to cause a person harassment,
alarm or distress, they:
1 use threatening, abusive or insulting words or behaviour, or disorderly behaviour;
or
1 display any writing, sign or other visible representation which is threatening,
abusive or insulting, thereby causing that or another person harassment, alarm
or distress.
http://www.legislation.gov.uk/ukpga/1994/33/contents

Trade Marks Act 1994

This Act provides protection for Registered Trade Marks, which can be any symbol (words or
images) or even shapes of objects that are associated with a particular set of goods or services.
Anyone who uses a Registered Trade Mark without permission can expose themselves to
litigation. This can also arise from the use of a Mark that is confusingly similar to an existing
Mark.

http://www.legislation.gov.uk/ukpga/1994/26/section/11

Data Protection Act 1998

Oasis Trust has a comprehensive Data Protection Policy, of which the following statement is the
summary:

“Everyone has rights with regard to how their personal information is handled. During the course
of our activities we will collect, store and process personal information about our staff, and we
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recognise the need to treat it in an appropriate and lawful manner.”

The types of information that we may be required to handle include details of current, past and
prospective employees, suppliers, stakeholders and others that we communicate with. The
information, which may be held on paper or on a computer or other media, is subject to certain
legal safeguards specified in the Data Protection Act 1998 (the Act) and other regulations. The
Act imposes restrictions on how we may use that information.

This policy does not form part of any employee's contract of employment and it may be
amended at any time. Any breach of this policy by a member of staff will be taken seriously and
may result in disciplinary action

Oasis Community Learning and the academies it manages and maintains believe that protecting
the privacy of our staff and pupils and regulating their safety through data management, control,
and evaluation is vital to both academy and individual progress. The academies collect
personal data from pupils, parents, and staff and process it in order to support teaching and
learning, monitor and report on pupil and teacher progress, and strengthen our pastoral
provision.

We take responsibility for ensuring that any data that we collect and process is used correctly
and only as is necessary, and the academy will keep parents fully informed of the how data is
collected, what is collected, and how it is used. National curriculum results, attendance and
registration records, special educational needs data, and any relevant medical information are
examples of the type of data that the academy needs. Through effective data management we
can monitor a range of academy provisions and evaluate the wellbeing and academic
progression of our academy body to ensure that we are doing all that we can to support both
staff and students.”

http://www.legislation.gov.uk/ukpga/1998/29/contents

Human Rights Act 1998

This act does not set out to deal with any particular mischief or address specifically any discrete
subject area within the law. It is a type of "higher law", affecting all other laws. In the context of
the Oasis Trust, important human rights to be aware of include:

the right to a fair trial

the right to respect for private and family life, home and correspondence

freedom of thought, conscience and religion

freedom of expression

freedom of assembly

prohibition of discrimination

the right to education

These rights are not absolute. The Oasis Trust, together with all users of its IT services, is
obliged to respect these rights and freedoms, balancing them against those rights, duties and
obligations which arise from other relevant legislation.
http://www.legislation.gov.uk/ukpga/1998/42/contents

E R E EEEE]

Regulation of Investigatory Powers Act 2000

1 The Act states that it is an offence for any person to intentionally and without
lawful authority intercept any communication. Monitoring or keeping a record of
any form of electronic (including telephone) communications is permitted, in
order to:

Establish the facts;

Ascertain compliance with regulatory or self-regulatory practices or procedures;
Demonstrate standards, which are or ought to be achieved by persons using the
system;

Investigate or detect unauthorised use of the communications system;

Prevent or detect crime or in the interests of national security;
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1 Ensure the effective operation of the system.
http://www.legislation.gov.uk/ukpga/2000/36/contents

Freedom of Information Act 2000

The Act, intended to increase openness and transparency, obliges public bodies, including
Educational Institutions, to disclose a wide range of information, both proactively and in
response to requests from the public. The types of information that may be have to be found
and released are wide-ranging, for example minutes recorded at a board meeting of the
institution or documentation relating to important resolutions passed. Retrieval of such a range
of information places a considerable burden on an institution subject to such an information
request. In addition to setting a new standard of how such bodies disseminate information
relating to internal affairs, the Act sets time limits by which the information requested must be
made available, and confers clearly stated rights on the public, regarding such information
retrieval. Therefore, all staff have a responsibility to know what information they hold and where
and how to locate it.

http://www.legislation.gov.uk/ukpga/2003/21/contents

Communications Act 2003

This act makes it illegal to dishonestly obtain electronic communication services, such as e-mail
and the World Wide Web.
http://www.legislation.gov.uk/ukpga/2003/21/contents

Criminal Justice and Immigration Act 2008

This act increased the penalties for publishing an obscene article. It also introduced fines for
data protection contraventions when organisations 'knew or ought to have known that there was
a risk that the contravention would occur, and that such a contravention would be of a kind likely
to cause substantial distress or damage, but failed to take reasonable steps to prevent the
contravention.'

http://www.legislation.gov.uk/ukpga/2008/4/contents

Keeping children safe in education
This guidance applies to all schools and is for:

1 headteachers, teachers and staff

1 governing bodies, proprietors and management committees
It sets out the legal duties that must be followed to safeguard and promote the welfare of
children and young people under the age of 18 in schools and colleges.
All school and college staff should read part 1 of this guidance. Part 1 of the guidance is also
available as a standalone document available from:
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2

Regulated activity in relation to children: scope’ describes work that a barred
person must not do. There is also more information to be found ‘Disqualification
under the Childcare Act 2006’.

Statutory guidance sets out what schools must do to comply with the law.
Guidance must be followed unless you there is a very good reason not to.
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Appendix 2

Developing E-Safety, Academy Strategy for use of Technologies,
Escalation points and sanctions

Rules for Students

To be adapted or adopted by an Academy and displayed where users are accessing online
Oasis system and Microsoft Office 365 or the internet.

SAFETY FIRST

Information is power!

1

E

E

Respect!

E |

Protect!

= =4 =42

Keep personal information, password and data safe by ensuring that it is not
shared with others.

Only access Oasis’s network using user account and password,

Do not give user name and password to anyone else.

If you think someone has learned your password, inform a member of staff
immediately.

Log off after having finished using the computer.

If you find a machine logged on under another user’s account, inform a member
of staff who will ensure that the machine is safely shut down.

Show self-respect through your actions. Only use appropriate language and
images both within the Learning Platform and on the internet.

Do not post inappropriate personal information about your life, experiences or
relationships.

Do not use any electronic mediums to bully, harass or stalk people.

Do not visit any websites that are degrading, pornographic, racist or that Oasis
would deem inappropriate

Do not abuse access privileges by attempting to or entering other people’s
private spaces or work areas.

Ensure that information posted online will put no-one at risk, including you.
Do not publish full contact details, a schedule of activities, or inappropriate
personal details in public spaces.

Report any aggressive or inappropriate behaviour directed at anyone, including
you.

Do not forward, save or print materials (including emails and images) that Oasis
would deem inappropriate or that may cause offence to others.
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Whole Academy planning and procedures

Planning checklist for E-Safety procedures:

When formulating Academy-wide procedures:

Does the Academy have a suite of up to date E- Safety procedures that comply
with the Oasis Acceptable Use for Technologies Policy?

Who is responsible within Oasis for E-Safety procedures?

Are all users familiar with the Oasis E-Safety Policy?

Are there clear rules and guides visible in areas where students access
technologies?

Do all users know how to report incidents, such as inadvertent access to
undesirable websites/images?

Are there clear links from the E-Safety procedures to those within other Policies,
such as Behaviour for Learning Policy, Curriculum Policies, Teaching and learning
Policies, Anti-Bullying Policy?

Do all users know what sanctions could be applied for misuse of Oasis IT systems
and equipment?

Are Oasis E-Safety procedures and reports regularly reviewed within school?

When formulating support for staff E-Safety procedures

Do staff receive information and training on E-Safety and new emerging
technologies on a regular basis?

Is training directed to their particular role in the Academy?

Is there a clear process for supporting staff in the E-Safety development?

Is there a clear process for staff to report any difficulties or concerns they may
encounter?

Do staff receive trainin?_on information literacy skills? For example, how to search
and evaluate validity of information effectively?

Do new staff have an introduction to the Oasis E-Safety Policy as part of their
induction?

Are staff expected to incorporate E-Safety activities and awareness within their
curriculum areas?

Are the E-Safety activities and awareness sessions monitored, co-ordinated and
supported across the Academy?
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When mapping out student experiences for the use of technologies in Oasis:

Are students given an opportunity to contribute to Academy E-Safety procedures?

Are students and their parents/carers provided with a copy of the Oasis E-Safety
Policy when the student joins Oasis?

Do you know about a student’s prior exposure to technologies?

Do students see the E-Safety rules for use of Academy IT equipment, the Oasis
Microsoft Office 365 and tools, and the internet each time they use technology?

Does the Academy have a framework for teaching E-Safety skills?

Does the Academy provide appropriate opportunities within a range of curriculum
areas to teach e- Safety?

How does the Academy go about educating students of the dangers of technology
outside of Academy?

How is students’ understanding of E-Safety issues assessed or measured?

Are students aware of relevant legislation when using the Oasis Microsoft Office
365 and tools, and the internet, such as that relating to data protection, intellectual
property, which may limit what they might want to do, but also serves to protect
them?

Are students aware of the impact of online bullying, from the perspective of both
the victim and the tormentor?

Do they know how and where to seek help if they are affected by online bullying?

When mapping out students’ experience for the use of a range of technological
tools:

Internet

What are the restrictions placed on internet use within Academy?

Are there individual logins to all accessible websites and security time-outs?

Does the Academy use a safe list of websites, or is access filtered?

Are students taught how to critically evaluate materials as well as learning good
searching skills?

Are students taught the importance of intellectual property regarding materials they
find on the internet?

What is the Academy’s policy on downloading materials from the internet?

Are there different guidelines for different types of materials — for example, copyright-
free materials to support classroom work can be downloaded, but downloading of
games and music is prohibited?

Email

Do students have access to email in the Academy? Is this via group or individual
addresses?

If students do have an individual email address in the Academy, what are the
restrictions on use? For example, can it be used for work-related correspondence
only or for personal use? Is email use monitored, and are students aware of this?
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Are students aware of the Academy’s policies on email attachments?

Do students know how to virus-check attachments, both incoming and outgoing?

Are students aware of the seriousness of bullying by email?

Is this incorporated in the Academy’s anti-bullying policy?

Are all students aware that there are sanctions for misuse of email on the
Academy’s network?

Webmail

What is the Academy’s policy on webmail services? Are they blocked on the
Academy’s network?

Do students know how to use webmail services safely outside the Academy, for
example by looking for privacy statements when registering for webmail accounts?

Do students know how to use inbuilt junk mail filters within webmail services?

Spam and spoofing

Are students aware of the issues surrounding spam and spoofing?

Are students taught appropriate strategies for recognising and dealing with spam?

Are technological systems employed within the Academy to help minimise spam?

Chat Rooms

Are students aware of the safety issues relating to using chat rooms?

Are students aware how to safely negotiate online relationships?

Are students aware of the importance of keeping personal information private when
chatting?

Are students aware of the dangers of arranging offline meetings with people they
have met online?

Is use of chat rooms permitted within the Academy? If so, is this for classroom use
only?

Instant Messaging

Is access to instant messaging services permitted within the Academy? If not, are
such services appropriately blocked on the Academy’s network?

Are students aware of the safety issues relating to instant messaging?

Do students know how to protect personal information when registering for instant
messaging services, and how to set up closed groups or buddy lists?

Do students know where to get help and advice if they experience problems such
as unwanted messages or bullying by instant messaging?

Mobile phones and other portable devices
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Are students aware of the safety issues relating to mobile phones and other portable
communications devices, such as personal iPads, Tablet PCs and laptops? Risks
include always being accessible (and hence exclusion from other forms of social
contact), inappropriate and unsolicited contact by text message, text overuse and
misuse, and bullying by mobile phone.

Are students aware of the new forms of service and content increasingly available
via mobile phones, such as picture and video messaging, Bluetooth, commercial
content, and location-aware services, and the safety issues relating to these?

Do students know how to protect themselves from mobile phone theft? Are they
aware of procedures for reporting the IMEI (International Mobile Equipment Identity)
number, hence disabling the phone if it is lost or stolen?

Are mobile phones permitted within the Academy? If mobile phones are permitted in
the Academy, does the Academy provide guidelines on how and when they can be
used?

Are students aware mobile phones and other mobile devices use in compliance with
Oasis Off-site Activities and Educational Visits Policy?

What are the sanctions for misuse?

If mobile phones are not permitted within the Academy, how will the policy be
enforced?

Camera phones

Are students aware of the safety issues relating to camera phones, for example
having their photograph taken without their knowledge or permission?

Are camera phones permitted within the Academy? If camera phones are permitted
in the Academy, does the Academy provide guidelines on how and when they may
be used?

What are the sanctions for misuse?

If camera phones are not permitted within the Academy, how will the policy be
enforced?

Webcams

Are webcams used within the Academy for curriculum activities such as video
conferencing? If so, are students aware of the appropriate behaviours to adopt
when using them?

Are students aware of the issues of using webcams outside the Academy, such
as inappropriate contact and Trojan horses which might activate a webcam
without their knowledge?

Peer-to-peer networks

Is access to peer-to-peer services permitted within the Academy?

If not, are such services appropriately blocked on the Academy’s network?

Are students aware of the safety issues relating to peer-to-peer networks?

Are students fully aware of the risks of viruses, and of the need to virus-check any
materials downloaded and install firewalls to protect their own machines?
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Are students aware of their responsibilities with regards to illegally downloading or
uploading materials to peer-to-peer networks?

Third party supplied websites

Has the Academy identified the appropriate levels of privacy on personal data
contained within third- party sites, and has guidance been distributed to staff,
students and parents/carers — that is, who can see what, when and for how long?

Are systems in place to ensure the ethical use of data collected?

Are systems in place to ensure the validity of the information contained within the
third-party site?

Does the Academy have/require a ‘gatekeeper’ for third-party sites?
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Incident and sanctions matrices

Sample - Child protection guidelines

In accordance with common child protection
guidelines and to help to devise a structure for
what should/could happen if there are incidents
of misuse the following matrix provides
guidance ensuring that users shall not visit
internet sites, make, post, download, upload,

(%]
transfer data, communicate or pass on material, - 5% ol o
remarks, proposals or comments that contain or o S 3 T > % %
relate to: s|cf c3| 5| 58S
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Child sexual abuse images

Promotion or conduct of illegal acts, e.g. under the child
protection, obscenity, computer misuse and fraud legislation

Adult material that potentially breaches the Obscene
Publications Act

Criminally racist material in the UK
Pornography

Promotion of any kind of discrimination

Promotion of racist hatred

Threatening behaviour, including promotion of physical
violence or mental harm

Any other information which may be offensive to colleagues or
breaches of integrity of the ethos of Oasis or brings Oasis into
disrepute

Using Oasis systems to run a private business

Using systems, applications, websites or other mechanisms
that bypass the filtering or other safeguards employed by the
Oasis IT Services section and/or Oasis

Uploading, downloading or transmitting commercial software
or any copyrighted materials belonging to third parties, without
necessary licensing permissions

Revealing or publicising confidential or proprietary information
(e.g. financial/personal information, databases,
computer/network access codes and passwords)

Creating or propagating computer viruses or harmful files

Carrying out sustained or instantaneous high volume network
traffic (downloading/uploading files) that causes network
congestion and hinders others in their use of the internet
and/or network
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Receipt or transmission of materials that infringe the copyright
of another person or infringes the Data Protection Act

On-line gaming (educational)

On-line gaming (non-educational)

On-line gambling

On-line shopping/commerce

File sharing

Use of social network sites

Use of video broadcast sites, e.g. YouTube, Vimeo
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Planning tool - Sanctions Matrix

Incidents of misuse and
sanctions. The following matrix
provides a clear indication of
what sanctions will generally
apply within Oasis.

Refer to class teacher / tutor

Refer to Head of Department /

Head of Year / Other
Refer to Principal

Refer to Police

Refer to technical support team

Inform parents / carers

Removal of network / internet

rights

Warning

Further sanctions e.g. detention

/ exclusion

Deliberately accessing or trying to access
material that could be considered illegal

Unauthorised use of non-educational sites
during lessons

Unauthorised use of any personal device

Unauthorised use of social networking /
instant messaging / personal email / chat
rooms

Unauthorised downloading or uploading of
files

Allowing others to access Oasis network by
sharing user names and passwords

Attempting to access or accessing Oasis
network using another student’s account

Attempting to access or accessing Oasis
network using the account of a member of
staff

Corrupting or destroying the data of other
users

Sending an email, text or instant message that
is regarded as offensive, harassment or of a
bullying nature

Continued infringement of the above following
previous warnings and sanctions

Actions which could bring Oasis into disrepute
or breach the integrity of the ethos of Oasis

Using proxy sites or other means to subvert
the network filtering system
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Accidentally accessing offensive or
pornographic material and failing to report the
incident

Deliberately accessing or trying to access
offensive or pornographic material

Receipt or transmission of materials that
infringe copyright of another person or
infringes the Data Protection Act
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Default Oasis IT Services policy re communication technologies

The following table shows a
range of

communications technologies that
have the potential to enhance
learning.

The list will evolve as the curriculum
policy develops but an early indication
of how Oasis’s currently consider the
benefit of using these technologies for
education and the
risks/disadvantages attached to their
use. An Academy can provide
explanations to support any
contentious areas of use.

Staff and other adults

Students

selected staff

Allowed for
Not allowed

Allowed at certain
times

Allowed

Allowed

Allowed at certain

times

staff

Allowed with

Not allowed

Mobile phones may be brought in to
Academy

Use of mobile phones in lessons

Use of mobile phones in social time

Taking photos on devices with inbuilt
cameras

Use of other personal devices (PSP)

Use of personal email addresses in
Academy or on Academy network

Use of chat rooms / facilities

Use of instant messaging (e.g.
Skype for Business, Yammer,
iMessage, Messenger, Instagram etc.)

Use of social networking sites

Use of blogs

Use of devices provided by Oasis
during lessons

Use of personal devices during lessons
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Flow diagram of how to report incidents

E-Safety incident

Unsuitable or illegal material/activity found, disclosed or suspected

Frincipal

HR

Refer to
internal staff
disciplinary
with support

from HR

Repaort any
illegal
miaterial or

fiound to the

Report to Principal via class teacher or designated person within school

Who is involed?
Staff Student Parent/ Carer 3™ party
Child protection concern?
Mo No L No Yes
Refer to Refer to Refar to Refer to Principal
internal staff internal policy re paolicy re 3= tact
disciplinany student Parent,/Carer Party supgplier Academy
procedures misconduct Code of Code of DL
with support proceduras Conduct Conduct
from HR & aue Policy & aue Policy & AUP
Report any Report any Report any Report any
illezal illegal illezal illegal DEL
nﬁe_li.dur nﬁendu' matenii or rrﬂe_liflur report to
activity activity activity activity police and
found to the found to the found to the found to the CEOP
polica police paolice police
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Appendix 3 Roles and responsibilities

This Appendix outlines the roles and responsibilities for the E-Safety Policy
implementation within Oasis.

In a small Academy some of the roles described may be combined, though an
Academy will need to ensure that there is sufficient “separation of
responsibility” if this is the case.

@)

Oasis Trust Group Executive:

Has responsibility for ensuring that the E-Safety Policy is implemented across
Oasis according to the terms within the policy

Are responsible for the approval of policies and guidance documents relating to
the use of personal learning devices within the Academies

Has a named individual as the single point of contact for E-Safety issues within
Oasis and with National agencies

Reviews the E-Safety Policy with advice from the National/Regional Oasis
Directors, Academy Safeguarding Officers and the Head of Group IT Services

The National/Regional Academy Directors:

Are responsible for ensuring for reviewing the effectiveness of the policy within
an Academy with the Academy Council

Will receive regular information about E-Safety incidents and monitoring reports
for the Academies where they hold responsibility

Oasis Academy Principals, Senior Leaders and DSL:

Are responsible for the day to day implementation of the policies and guidance
documents relating to the use of personal learning devices within Oasis

Will ensure that staff, students and other organisations working with Oasis are
aware of the policies and guidance documents

Will ensure that staff, students, parents/carers all receive suitable opportunities
for training in E- Safety. Where a person holds a role with responsibility, they
have sufficient knowledge and expertise to carry out their role effectively.

Will receive regular information about E-Safety incidents and monitoring reports

Will regularly monitor the effectiveness of the filtering and change control logs

Will ensure that all staff, external agency personnel, students, parents/carers
have completed the relevant Acceptable Use Agreements

Will ensure that the Incidents and misuse matrices is adhered to by all users.

Oasis National, Regional and site-based IT support teams:

Will ensure that Oasis infrastructure is secure and is not open to misuse or
malicious attack.

Will ensure that all Oasis-owned student devices will have E-safety software
installed. Internet access for any device on the Oasis network is provided
through the Oasis filtering system.

Will ensure that users may only access Oasis’s network through an enforced
password protection policy in which passwords are required to the agreed IT
Managed Service Level Agreement
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Will provide access to educational resources, websites and online tools as
authorised by Academy staff according to an agreed schedule of
development/change control

Will ensure that they keep up to date with E-Safety technical information in order
to effectively carry out their role and inform and update others as relevant

Will make sure that all aspects of the user experience, for example network, any
Oasis Microsoft Office 365 and tools remote access, email are regularly
monitored in order that any misuse/attempted misuse can be reported to Oasis

Ensure that the monitoring software systems are implemented and
updated according to Oasis policies

Oasis staff, including external agencies:

Have signed an Acceptable Use Agreement relevant to their role and
responsibility

Are responsible for ensuring that they have an up to date awareness of current E-
Safety matters according to the Acceptable Use for Technologies Policy and the
current Academy policies and guidance documents relating to the use of personal
learning devices

Report any incidents of misuse of the network systems or personal learning
devices according to the agreed discipline procedures set out in the incidents and
misuse matrices.

Carry out any digital communications with students on a professional level and
only carried out using official Academy systems.

Embed E-Safety procedures into all aspects of their role within Oasis including
curriculum and administration tasks alongside all other Academy activities

Ensure that all students follow E-Safety policies and guidance whilst in their care

Monitor tasks and activities using personal learning devices in lessons,
extracurricular activities and any activities within extended Academy provision

Oasis Students:

Have signed an Acceptable Use Agreement. (Parents/Carers could be expected
to sign on behalf of a Reception/KS1 student)

Are aware and understand the importance of reporting abuse, misuse or access
to inappropriate materials and know how to do so.

Understand the importance of adopting good E-Safety practice when using digital
technologies out of Academy and realise that Oasis’s E-Safety policy covers their
actions using personal learning devices outside of the Academy

Understand Oasis policy on taking images

Know the implications of and how to avoid cyber bullying and understand that this
forms part of the Acceptable Use Agreement that they have signed.

Parents

[carers:

Have signed an Acceptable Use Agreement for their child’s use of the Oasis
systems within their home or remote locations

Have signed a Home Use Agreement for any Oasis owned equipment that is
provided for their child to use

Be aware and understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so.
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Understand the importance of adopting good E-Safety practice when using digital
technologies out of the Academy and realise that Oasis’s E-Safety policy covers
their child’s/children’s actions using personal learning devices outside of the
Academy

Understand that Oasis has a specific policy on taking images

Know the implications of and how to avoid cyber bullying and understand that this
forms part of the Acceptable Use Agreement that they have signed.

Appreciate that according to the Acceptable Use Agreement they could be held
liable for any misuse of a personal learning device outside of Oasis
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Appendix 4 Oasis Safeguarding Statement of Intent

Oasis Charitable Trust is wholly committed to ensuring that all children and adults at risk who
engage with Oasis activities across the Oasis group through its subsidiaries (Oasis UK, Oasis
Community Learning, Oasis College, Oasis Community Health and STOP THE TRAFFIK), are
cared for in a safe and secure environment. To fulfil this commitment, a number of safeguarding
arrangements are in place.

Policy and Procedures

All policies and procedures in respect of safeguarding children are up to date and accessible to
all staff through the Oasis Zone and Academies Virtual Learning Environment (VLE). Policies
and procedures are reviewed and revised by the Oasis Board of Trustees on a regular basis.

Board of Trustees Responsibilities

As delegated by the Board of Trustees, the Oasis Group Chief Executive is the lead for
Safeguarding Children and Adults at Risk and chairs the quarterly Oasis Group Policy
Committee reports to the Board on all Safeguarding issues.

Oasis is a member of the local Safeguarding Children Boards of each Local Authority in which it
operates. Any issues related to safeguarding children will be discussed at these Boards each
quarter.

Disclosure & Barring Checks

Oasis meets statutory requirements in relation to Disclosure & Barring Service— all staff and
volunteers who work with Oasis who meet the ‘regulated activity test’ (Freedoms Act 2012) is
required to undergo an enhanced DBS check prior to employment.

DSLs

The Board of Trustees for Oasis Charitable Trust has ultimate responsibility for Safeguarding
issues. Operationally, this responsibility is delegated to the Group Chief Executive, who leads
on Policy issues in relation to the safeguarding of children and adults at risk across the Oasis
group. Within each subsidiary/operational area of activity across the Oasis Group there are
DSLs who lead on Child Protection issues within their relevant location. They are clear about
their role, have sufficient time and receive relevant support, and training, to undertake their
roles, which includes close contact with outside agencies including social services, the Local
Safeguarding Children’s Board and relevant health care organisations.

Training

All eligible staff and volunteers are required to undertake relevant safeguarding training and this
is regularly reviewed by each lead in the Oasis subsidiaries to ensure it is up to date. A training

database for all staff and volunteers is maintained, while training needs are reviewed as part of

individual performance reviews and more broadly throughout the organisation by audit. The last
training strategy review occurred in December 2012.

Audit

Oasis has robust audit checklist to assure that safeguarding systems and processes are
working. The audit includes: the monitoring of Academies Single Central Record, the monitoring
of Child Protection & Adults at Risk Policies and Procedures including’ Allegations Against
Professionals’ and the monitoring of training for all employees and volunteers, guidance and
support. The Oasis audit will be undertaken in December for reporting in January. When
necessary, Oasis will take part in relevant audits with partner agencies including those from
relevant Local Authorities.
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Appendix 5 Acceptable use of Technologies

Use of technologies around Oasis

As new technologies emerge and students become more autonomous learners it is
important to develop a protocol for the use of personal learning devices in and around the
Academy environment.

The following table portrays behaviours relative to the use of technologies in a typical
Academy day where students have access to personal devices either provided by Oasis or
personally owned. A key factor in establishing how personal devices (or any Oasis
equipment) can be used is the level of autonomy against that which requires consent. The
intention is to use these statements at E-Safety meetings that are held regularly as a
checklist/guide as to behaviours to be applied within individual academies.

These scenarios illustrate a situation where Oasis has provided the device, the same level of
consideration should be given where users bring their own devices into the Academy
environment.

Student expectations for how they want, and are able, to use technologies to support
independent learning are high and demand is likely to increase. Therefore, it is advisable to
devise an Academy strategy to manage these expectations.

Matching the agreed protocol for use with the Academy sanctions policy and the signed
Acceptable Use Agreements would complete the picture. Please see samples of these default
level documents included in this Appendix.

Before the Academy day starts

Students are expected to:

Bring their device into Oasis every day unless told not to

Make sure that their device has been charged ready for use throughout the day in Oasis.
Keep their device in their bags until they are within a classroom or ‘safe’ approved
area within Academy grounds.

Make sure their device is not damaged by any play activities (like running with it
around the playground, pushing others in a queue).

Staff, Teachers, TA and External Agency personnel are expected to:

Ensure that the students are complying with the Student Acceptable Use Agreement
and, if any misconduct is identified, apply the correct level of discipline/sanction.

During lessons

Students are expected to:

Make sure that whatever they do is in compliance with the Student Acceptable Use
Agreement that they have signed.

Report any concerns that their device might have been exposed to computer viruses to
a teacher before connecting it to Oasis network.

Report any technical difficulties directly to their teachers.

Ask permission before they plug in or unplug any computer cables or accessories at
any time including the device provided by Academy or mobiles phones.
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Staff, Teachers, TA and External Agency personnel are expected to:
Ensure that the students are complying with the Student Acceptable Use Agreement
and if any misconduct is identified apply the correct level of discipline/sanction.

Ensure that any technical issues relating to the use of the devices is reported to a class
teacher in the first instance who will establish the details before reporting to the local IT
Service team via the Service Desk system, through a form on the online Oasis systems
and Microsoft Office 365, or by email

During assemblies and lessons where devices will not be used
Students are expected to:

Store their devices in a safe secure storage space as allocated to them

Make sure their device is not damaged by any play activities (like running with it
around the playground, pushing others in a queue).

Staff, Teachers, TA and External Agency personnel are expected to:

Ensure that the students are complying with the Student Acceptable Use Agreement)
and if any misconduct is identified apply the correct level of discipline/sanction.

During breaks and lunch

Students are expected to:

Make sure their device is not damaged by any play activities (like running with it
around the playground, pushing others in a queue).

Staff, Teachers, TA and External Agency personnel are expected to:

Ensure that the students are complying with the Student Acceptable Use Agreement)
and if any misconduct is identified apply the correct level of discipline/sanction.

After the Academy day finishes
Students are expected to:

Make sure their device is not damaged by any play activities (like running with it
around the playground, pushing others in a queue).

Staff, Teachers, TA and External Agency personnel are expected to:

If devices re being used within clubs or after the Academy activities the same protocol as
for lessons is to be followed.

Ensure that the students are complying with the Student Acceptable Use Agreement)
and if any misconduct is identified apply the correct level of discipline/sanction.

Ensure that any technical issues relating to the use of the devices is reported to a class
teacher in the first instance who will establish the details before reporting to the local IT
team via the Service Desk system, through a form on online Oasis systems and Microsoft
Office 365, or by email.

In remote locations, including home environment, work placements, colleges

Students are expected to:

Ensure that it is charged every evening, ready for use the next day within the remote
location (where this is not their home environment).

Staff, Teachers, TA and External Agency personnel are expected to:

Ensure that the students are complying with the Student Acceptable Use Agreement)
and if any misconduct is identified apply the correct level of discipline/sanction.
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Parents /carers are expected to:
Ensure that the use of the device is in compliance with the Home Use Agreement.

During transportation
Students are expected to:
Carefully transport their devices in the carry case provided;

Make sure that when their device is transported it is as secure as possible (e.g. not left
visible in a vehicle; not left unattended on a bus).

Staff, Teachers, TA and External Agency personnel are expected to:

Ensure that the students are complying with the Student Acceptable Use Agreement)
and if any misconduct is identified apply the correct level of discipline/sanction.

Parents /carers are expected to:
Ensure that the use of the device is in compliance with the Home Use Agreement.
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Default Acceptable Use of Technologies Agreements

The following Acceptable User Agreements form the default level of agreement between any
authorised user of Oasis Community Learning network and the Microsoft Office 365
environment and tools required for Oasis IT Services to deploy full system functionality.

There are Agreements available for different age groups and/or role(s) within an Academy.

Academies may add further clauses into these documents before they are used but there
should be a clearly defined use of policy documents (as in Appendix 2 of the Oasis E-Safety
Policy document) in conjunction with these Agreements, with planned review ad monitoring
sessions scheduled throughout the academic year.

Gaining understanding of and signed Acceptable User Agreement forms part of the
requirements that academies will need to comply with before BYOD functionality can be
made available within an academy.

The final section in this Appendix sets out the actions and policies that need to be in place
prior to the BYOD is turned on, however, all Agreements make reference to the use of
personal devices as well as Oasis owned devices.

Should there be any issues relating to the restrictions set within these documents please
discuss with Oasis IT Services.

Default Agreements:
9 Oasis Staff & Volunteers (including Academy Councillors and guests);
M Oasis Students
o KS2 Primary students
o Secondary Students
1 Parent/Carers Acceptable Use Agreements
o Parent/Carer Reception/Key Stage 1 students
o Parent/Carer Key Stage 2/ Secondary students
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Oasis Staff & Volunteers (including Academy Councillors and guests)

This Acceptable Use Agreement is intended to ensure that:
v Staff and volunteers will be responsible users and stay safe while using the internet and
other communications technologies for educational, personal and recreational use.
v Oasis IT systems and users are protected from accidental or deliberate misuse that
could put the security of the systems and users at risk.
v Staff are protected from potential risk in their use of IT in their everyday work.

Oasis will try to ensure that staff and volunteers have good access to IT to enhance

their work, to enhance learning opportunities for students learning and will, in return,

expect staff and volunteers to agree to be responsible users:

v | understand that | must use Oasis IT systems in a responsible way, to ensure that there is
no risk to my safety or to the safety and security of the IT systems and other users.

Vv | recognise the value of the use of IT for enhancing learning and will ensure that students
receive opportunities to gain from the use of IT.

v | will, where possible, educate the students in my care in the safe use of IT and embed E-
Safety in my work with students.

For my professional and personal safety:

v | understand that Oasis will monitor my use of the IT systems, email and other digital
communications.

v | understand that the rules set out in this agreement also apply to use of Oasis IT systems
(e.g. personal learning devices, laptops, mobile phones, email, Microsoft Office 365 and
tools) inside and outside of academy sites.

v | understand that Oasis IT systems are primarily intended for educational use and that | will
only use the systems for personal or recreational use within the policies and rules set down
by Oasis.

v | will not disclose my username or password to anyone else, nor will | try to use any other
person’s username and password.

v | will immediately report any illegal, inappropriate or harmful material or incident, | become
aware of, to the appropriate person.

| will be professional in my communications and actions when using Oasis IT systems:

v | will not access, copy, remove or otherwise alter any other user’s files, without their express
permission.

v | will communicate with others in a professional manner, | will not use aggressive or
inappropriate language and | appreciate that others may have different opinions.

v | will ensure that when | take and / or publish images of others | will do so with their
permission and in accordance with Oasis policy on the use of digital / video images. | will not
use my personal equipment to record these images, unless | have permission to do so.
Where these images are published (e.g. Microsoft Office 365 and tools) it will not be possible
to identify by name, or other personal information, those who are featured.

v | will only use chat and social networking sites in Oasis in accordance with the Oasis policies.

v | will only communicate with students and parents / carers using official Oasis systems. Any
such communication will be professional in tone and manner.

v | will not engage in any on-line activity that may compromise my professional responsibilities.

Oasis has the responsibility to provide safe and secure access to technologies and ensure the
smooth runningof Oasis:
v When | use my personal hand held / external devices (PDAs / laptops / mobile phones / USB
devices etc.) in Oasis, | will follow the rules set out in this agreement, in the same way as if |
was using Oasis equipment. | will also follow any additional rules set by Oasis about such
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use.

v | will ensure that any such personal devices are protected by up to date anti-virus software
and are free from viruses.

v | will not use personal email addresses on the Oasis IT systems.

v | will not open any attachments to emails, unless the source is known and trusted, due to the
risk of the attachment containing viruses or other harmful programmes.

v | will ensure that my data is saved on the Oasis network and where this is not possible that it
is backed up, in accordance with relevant Oasis policies.

v | will not try to upload, download or access any materials which are illegal (child sexual
abuse images, criminally racist material, adult pornography covered by the Obscene
Publications Act) or inappropriate or may cause harm or distress to others. | will not try to
use any programmes or software that might allow me to bypass the filtering / security
systems in place to prevent access to such materials.

v | will not try (unless | have permission) to make large downloads or uploads that might take
up internet capacity and prevent other users from being able to carry out their work.

v | will not install or attempt to install programmes of any type on a machine, or store
programmes on a computer, nor will | try to alter computer settings, unless this is allowed in
Oasis policies.

v | will not disable or cause any damage to academy equipment, or the equipment belonging to
others.

v | will only transport, hold, disclose or share personal information about myself or others, as
outlined in the Oasis Data Protection Policy (or other relevant Oasis policy). Where personal
data is transferred outside the secure Oasis network, it must be encrypted.

Vv | understand that Oasis Data Protection Policy requires that any staff or student data to
which | have access, will be kept private and confidential, except when it is deemed
necessary that | am required by law or by Oasis policy to disclose such information to an
appropriate authority.

v | will immediately report any damage or faults involving equipment or software, however this
may have happened.

When using the internet in my professional capacity or for Oasis sanctioned personal
use:
v | will ensure that | have permission to use the original work of others in my own work.
v Where work is protected by copyright, | will not download or distribute copies (including
music and videos).

| understand that | am responsible for my actions in and out of Oasis:

v | understand that this Acceptable Use Agreement applies not only to my work and use of
Oasis IT equipment in Oasis, but also applies to my use of Oasis IT systems and equipment
out of Oasis and my use of personal equipment in Oasis or in situations related to my
employment by Oasis.

Vv | understand that if | fail to comply with this Acceptable Use Agreement, | could be subject to
formal disciplinary action which may include a warning, suspension and/or summary
dismissal for gross misconduct dependent on the severity of the offence. | also understand
that Oasis will report any illegal activities to the police and/or any other relevant statutory
authority
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| have read and understand the above and agree to use Oasis IT systems (both in and out of
Oasis) and my own devices (in Oasis and when carrying out communications related to Oasis)
within these guidelines.

Staff / Volunteer Name

Signed

Date
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Oasis Students

Version for KS2 Primary students
NB Their Parents/carers will also have to sign a separate agreement

You are going to use Oasis IT systems and equipment that will make it easier for you to do
yourwork in Oasis or athome.

To make sure that you can work safely we need you to keep to some rules. You must
read them carefully and understand what they mean. When you know what they mean you
should sign this sheet:

Starting Off:

Vv | have read, understand and agree to the rules above and am aware there may be sanctions
if | do not follow them.

v | know that | am responsible for my own user space AND any unsuitable material found in my
user area is my responsibility;

[ will:

VvV make sure that any contact | make with others on my device or Oasis system is responsible,
polite and sensible;

v only upload materials which are free from copyright and suitable for Academy use;

be responsible for my behaviour when using the Internet because | know that these rules are

designed to keep me safe;

treat all IT equipment with care;

only use the devices with permission from my teachers;

keep my password safe and tell a teacher if someone else knows my password,;

report and discuss any concerns with my teacher

only use approved access to resources (such as a Twitter feed) as given to you by my

teachers;

<

< <K< <KL

(the following section may be removed if personal devices are not provided)
When | am given my own OCL device to use | will:
v look after my OCL device very carefully all of the time
V ensure that it is charged every evening if | have taken it home to use so that it is ready for
use the next day;
v bring my OCL device to the Academy every day, unless | have been told not to;
v make sure my OCL device is kept in the secure storage area at all times when not in use at
Oasis;
v take care when my OCL device is transported that it is as secure as possible (e.g. not left
visible in a vehicle; not left unattended on a bus);
Vv make sure the device is not damaged by any play activities (like running with it around the
playground, pushing others in a queue)
v take care to stop any computer viruses infecting my OCL device. If | am not sure, | will
talk to a teacher
Vv before connecting it to Oasis network;
vV not decorate the device or its case and not allow it to be subject to graffiti.

When | am using my own personal device in school:
v | know that this Agreement covers the use of my personal devices with any Oasis IT
Services system both inside and outside of an academy site
v | am responsible for the safety of my own personal devices, Oasis Community Learning is
not responsible for the loss or theft of a device, nor are they responsible for any damage
done to the device while at school;
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v | will use an approved device

v | will use my personal device for an educational purpose, and in class only use it when given
permission to do so by the teacher

Vv | must keep devices turned off when not using them;

Vv | may not use the device camera to capture, record, or transmit audio, video or still photos of
other students, or staff without explicit permission given by the subject of the photo or video;

VvV | must not use the device in a manner that is disruptive to the educational environment in the
academy or allow it to disrupt other students;

v If I misuse my personal device by intimidating behaviour or found bullying through the use of
a personal electronic device, | will be disciplined under OCL Bullying policy and procedures.

v | will take precautions to prevent the introduction of computer viruses. If in any doubt
whether a virus has contaminated my own personal device, | will report the matter before
connecting it to Oasis network;

v If | intend to use my own personal device in school, | will ensure that it is charged every
evening so that it is ready for use the next day;

v | am responsible for servicing of my personal electronic devices. Oasis Community Learning
will not service, repair or maintain any non-Oasis owned technology brought to, and used at
school by students.

I will not:

x share my username, password or personal information with anyone else

x look for, save or send anything that could be upsetting or cause offence. If | accidentally
find anything like this, | will tell a teacher immediately

x  deliberately misuse or deface other users’ work on the Oasis network.

x access or try to access any illegal material;

x  download files without permission;

x actively bypass Oasis security measures including the use of proxy bypass websites;

x use or amend images or text that may cause distress or offence;

x  bring material into Oasis that has not been virus checked;

x use Microsoft Office 365 and tools or email to share/distribute files or information that is
illegal, of adult content or may cause offence or distress;

x without permission, plug in or unplug any computer cables or accessories at any time
including the device provided by Oasis or mobiles phones;

x log into the network / internet / log into the network / internet / Microsoft Office 365, or email
with a user name or password that is not my own;
use another person’s account at any time;
intentionally misuse Oasis blogs or Oasis accounts;
access or try to access chat rooms, forums, messaging, social networking or sites with
gambling or adult content;

x use IT equipment for fraudulent purposes;

x deliberately damage the computer equipment or use the network in a manner that will
prevent other using it.

Oasis will:

VvV monitor your use of the Internet and may take further action if a member of Oasis staff is
concerned about your safety

v check your user area regularly to ensure correct and appropriate usage;

VvV make sure that you are using the facilities responsibly and in an appropriate manner;

VvV be able to delete any material in your user area that is not coursework / classwork, at any

\Y,

time, without warning;

If you disobey any of these rules it:

will result in a temporary or permanent ban of Internet and/or network;
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VvV may result in additional disciplinary action in line with existing practice on inappropriate
behaviour;

VvV may lead to involving your parent(s) / carer or the police.

Student signature:

Class:

Date:
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Secondary Students

Oasis recognises that to enhance their learning, students are required to use a wide
range of technologies including computers, the network and the Internet.

As a student at an Oasis Academy you are being provided with access to Oasis IT
systems and equipment. We have to make sure that you will be as safe as possible when
using any of the technologies provided by Oasis and have created some simple rules that
will apply to all students.

You are responsible for your own use of technologies, but by sticking to these rules we
believe that you will be working within as safe a learning we can possibly provide for you.

Before you can begin to use technologies within Oasis Academy you have to:
1 Sign and abide by this Acceptable Use Policy before access to the Oasis
systems is allowed
9 Accept that you will be required to read, sign and abide by a contract
of use should you disobey any of Internet or network rules before being
given access again;

To keep yourself safe you agree that you WILL:

Only use the computers to enhance your own learning;

Only use the approved Oasis email address for communication

treat the ICT equipment with care;

use your time on the computers effectively;

keep your password safe and report any password that someone else knows;

only store coursework / classwork in your user area

report and discuss any concerns and ALL violations witnessed with class teacher

only use approved access to resources (such as a Twitter feed) as provided by your

teachers;

The following section can be removed if personal devices are not being provided

v look after my OCL device | have been given very carefully all of the time and ensure that it
is charged every evening, ready for use the next day;

v bring my OCL device to Oasis every day, unless | have been told notto;

v make sure my OCL device is kept in the secure storage area at all times when not in use at
QOasis;

v take care when my OCL device is transported that it is as secure as possible (e.g. not left
visible in avehicle; not left unattended on a bus);

v make sure my OCL device is not subject to careless or malicious damage (e.g. as a result
of horseplay);

Vv take reasonable precautions to prevent the introduction of computer viruses. If in any
doubt whether a virus has contaminated my OCL device, | will report the matter before
connecting it to Oasis network;

VvV not decorate my device or its case and not allow it to be subject to graffiti.

<K<K <K<KKCK<K<LK KL

When you are using your own personal device in school:

v | know that this Agreement covers the use of my personal devices with any Oasis IT
Services system both inside and outside of an academy site

v | am responsible for the safety of my own personal devices, Oasis Community Learning is
not responsible for the loss or theft of a device, nor are they responsible for any damage
done to the device while at school;

v | will use an approved device

v | will use my personal device for an educational purpose, and in class only use it when

Oasis Community Learning E-Safety Policy
V5.0 December 2016 / IT Services/ Review date: a7



given permission to do so by the teacher

| must keep devices turned off when not using them;

| may not use the device camera to capture, record, or transmit audio, video or still photos
of other students, or staff without explicit permission given by the subject of the photo or
video;

| must not use the device in a manner that is disruptive to the educational environment in
the academy or allow it to disrupt other students;

If I misuse my personal device by intimidating behaviour or found bullying through the use
of a personal electronic device, | will be disciplined under OCL Bullying policy and
procedures.

| will take precautions to prevent the introduction of computer viruses. If in any doubt
whether a virus has contaminated my own personal device, | will report the matter before
connecting it to Oasis network;

If I intend to use my own personal device in school, | will ensure that it is charged every
evening so that it is ready for use the next day;

| am responsible for servicing of my personal electronic devices. Oasis Community
Learning will not service, repair or maintain any non-Oasis owned technology brought to,
and used at school by students.

To protect yourself you agree that you WILL NOT:

X X X

X X X X

access or try to access any illegal material;

download non-coursework/classwork files without permission;

use material for classwork / coursework without permission from the copyright holder /
owner;

actively bypass Oasis security measures including the use of proxy bypass websites;

use or amend images or text that may cause distress or offence;

bring material into Oasis that has not been virus checked;

use any ICT equipment to harass, bully, abuse or otherwise distress any individual
inside or outside Oasis;

use Oasis Platform/email to share/distribute files or information that is illegal, of adult
content or may cause offence or distress;

without permission, plug in or unplug any computer cables or accessories at any time
including the device provided by Oasis or mobiles phones;

log into the network / internet / Microsoft Office 365 and tools, or email with a user name
or password that is not your own;

use another person’s account at any time;

store files on your user area that are not related to classwork or coursework;

use ICT equipment / Internet for recreational use in Oasis without permission from a
member of staff;

access or try to access chat rooms, forums, messaging, social networking or sites with
gambling or adult content;

use ICT equipment for fraudulent purposes;

use images or information on weapons and/ or drugs at any time unless specifically for
coursework/classwork;

use ICT equipment to buy goods online;

deliberately damage the computer equipment or use the network in a manner that will
prevent other using it.

To make sure the learning environment stays safe, you need to know that:

\%
\%
\%

we will be checking your user area regularly to ensure correct and appropriate usage;

you have a responsibility to use the facilities in an appropriate manner;

you are totally responsible for your own user space AND any unsuitable material found in
your user area is your responsibility;
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VvV any material in your user area that is not coursework / classwork could be deleted at any
time, without warning;

VvV you are advised not to use social networking sites to maintain contact with staff including
having them as friends. Students choosing to ignore this advice may be subject to
disciplinary proceedings in the event of a case being proven.

And if you did disobey any of these rules it:

v will result in a temporary or permanent ban of Internet and/or network;

VvV may result in additional disciplinary action in line with existing practice on inappropriate
behaviour;

VvV may lead to involving your parent(s) / carer or the police.

Student signature:

Class:

Date:
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Parent/Carers Consent agreements

Parent/Carer Reception/Key Stage 1 students

Dear Parent/Carer

Consent for use of Oasis systems and equipment

As part of your child’s curriculum and the development of IT skills, Oasis is providing
supervised access to Oasis systems and equipment including Microsoft Office 365 and
tools, the internet and use of email. We believe that the development of the skills used
when accessing the World Wide Web and email are essential for children as they grow up
in the modern world.

We also believe that the benefits from access to such facilities exceed any perceived
disadvantages.

As your child is too young to be able to read and fully comprehend the issues relating
to their use of Oasis systems and equipment we have attached an Acceptable Use
Agreement that your child will be expected to work within. We need to know that you
understand the terms that they are expected to work within.

Please sign and return the consent form to their Form Tutor.

Whilst every endeavour is made to ensure that suitable restrictions are placed on the
ability of students to access inappropriate materials, Oasis cannot be held responsible for
the nature or content of materials accessed through the internet. Oasis will not be liable for
any damages arising from your child’s use of the internet facilities.

Should you wish to discuss any aspect of internet or email use please telephone the
Academy to arrange an appointment.

Student:

Class

Parent/Carer signature:

Date:
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Parent/Carer Key Stage 2/ Secondary students

Dear Parent/Carer

Consent for use of Oasis systems and equipment

As part of your child’s curriculum and the development of IT skills, Oasis is providing
supervised access to Oasis systems and equipment including Microsoft Office 365 and
tools, the internet and use of email. We believe that the development of the skills used
when accessing the World Wide Web and email are essential for children as they grow up
in the modern world.

We also believe that the benefits from access to such facilities exceed any perceived
disadvantages.

We have attached an Acceptable Use Agreement that your child will be expected to
sign and agree to work within. We need to know that you understand the terms that they
are expected to work within.

You will see that there is a section relating to the use of their own personal devices within
school. We draw the conditions for use of their own equipment within school to your
attention and your signature of this document is an acknowledgement that you agree to
these Terms and Conditions of use

Please sign and return the consent form to their Form Tutor.

Whilst every endeavour is made to ensure that suitable restrictions are placed on the
ability of students to access inappropriate materials, Oasis cannot be held responsible for
the nature or content of materials accessed through the internet. Oasis will not be liable for
any damages arising from your child’s use of the internet facilities.

Should you wish to discuss any aspect of internet or email use please telephone the
Academy to arrange an appointment.

Student:

Class

Parent/Carer signature:

Date:
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Home Use Agreement — Oasis equipment

(Note that permission to take Oasis equipment home will be contingent on this agreement being signed and amended for individual Academy
requirements)
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Biometrics Information for parents/carers

1 Do yourecord images of fingerprints?

No. It is our policy never to store images of fingerprints anywhere on the system. Only
mathematical representations of certain points of interest are recorded, typically between
ten and forty depending on the characteristics of the finger. This information is encrypted and
is called a template. This data is extremely secure in its encrypted form but even if it were
not encrypted it is impossible to recreate the original image of the finger from this data. By
scanning an image of your child’s fingerprint we can turn this information into a unique
number. This unique number will then be used to replace their current swipe card.

f Canfingerprints be used by the police or a court of law?

No, we do not store an image of their fingerprint. The recorded templates are comprised
of a set of numbers which represent each person. This set of numbers will be unique
within populations of hundreds, or a few thousand, people. However, in the wider
population the system is not accurate enough for the templates to be usable for forensic
matching with any degree of certainty. A court of law would never be able to use this
information as evidence.

1 What happens when my child leaves the Academy?
As part of the Oasis Policy all data will be removed from the system once the student has left
the Academy.

 How secureis the stored data?

Students, parents and staff can rest assured that the fingerprint images cannot be used by
any other source for identification purposes. The system uses an image of the fingerprint to
create a unique number and then discards the fingerprint from the system; only the numbers
remain and these cannot be reinterpreted back into a fingerprint image.

1 What would happen if somebody stole the datain some form?

The database is protected by a license key, which means that the database and any
backup of its contents can only be accessed on licensed hardware. The licensed
hardware is stored in the Academy's own secure facility, so that the encrypted data is only
available to the registered licensee. Even if an Academy's security were to be
compromised and a backup of the database stolen, the encrypted data would still be
unreadable, even by another.

1 Iflobject to my child's finger biometrics being taken, what will happen?

The Academy will issue any student who wishes to opt out of the biometric system with an
alternative method of identification. Biometric system works with a number of identification
methods, including smartcards, PIN numbers, passwords and name and photo lookup.

1 Accessibility- Will there be any alternative for students who are unable to
provide biometric data for some reason?

Alternative identification methods, such as name and photo look-up, where required will
be made available in Biometric systems. Students unable to provide biometric data can
opt to use one of these methods, as can any student who prefers not to use biometrics.
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Opt-in Consent Form

Biometrics Opt-in form

| give permission for my child to be included in the Biometric enrolment scheme
which supports access to catering, printing, library facilities and registration.

Name of Student:
Year:

Class:

Name of parent/ carer:
Signed:

Date
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Acceptable Use of BYOD Policy

Oasis Community Learning recognizes the importance of technology and the educational
benefits available through the use of technology. The use of portable electronic devices in the
classroom can add educational value when such devices deliver content and extend, enhance
or reinforce the student learning process. Classroom teachers determine the appropriateness of
in-class use of electronic devices, consistent with strategic objectives, and with approval of the

Principal.

All personal electronic devices must be used in a responsible, and legal manner. Students using
their own devices are subject to the OCL Acceptable Use of Technologies Policy, E-Safety
Policy, all other Board policies and procedures, including but not limited to the student code of
conduct. Failure to adhere to these guidelines may result in the revocation of the privilege to use
personal electronic devices in the classroom and/or disciplinary action as appropriate.

Academy preparation for BYOD

To make sure that there is a clear transition into the learning environment where students and
staff may make use of their own devices and can make full use of OCL resources within the
Microsoft Office 365 environment, the following checkpoints need to be signed off.

Academy requests BYOD functionality for authorised users:

Check point

Action

Result

Academy develops a strategy for use of
BYOD that includes:
I Default

Agreements
OCL Acceptable Use of
Technologies Policy

9 OCL E-Safety Policy

Acceptable Use

Parents/Carers informed about BYOD

I Discussions and a strategy
for implementation, review
and updating is agreed with
Oasis Education Team and
Qasis IT Services

Academy make use of IT
Services:

I Readiness for personal
Technologies Toolkit

Identifying the learning

Learner Framework

1
i Outstanding Digital
1

Strategy document
drawn together post
planning stage and is
signed off by OCL
Education Team and
Oasis IT Services

9 Curriculum plan is
established for staff to
know how to manage the
devices within learning

1 Strategy should include

defined levels of Child
protection issues, proposed
E-Safety training for all
users, escalation and
sanctions policies.

9  strategy document
drawn together post
planning stage and is
signed off by OCL
Education Team and
Oasis IT Services

 Q&A session to air and
deal with any concerns.

1 Information letter, information
evening established

1 Decision whether to
proceed at this point of
time based upon parental
attitudes

E-Safety programme planned
If desired involvement of
Community Police

= =

1 Decision whether to
proceed at this point of
time based upon parental
attitudes

1 Consent forms signed
and returned
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1  Liaison Officer(s)

T Consent forms signed
and returned

9 The AD group will be
populated

BYOD functionality turned on

The functionality will be available
but not accessible until all
stages of Acceptable Use have
been met

Waiting for Student AUP
Agreements to be received

Acceptable Use Agreement - Parents/Carers

Collected and recorded

Students will be added into the
AD BYOD group

Acceptable Use Agreement - Students

Collected and recorded

Students will log in using their
Oasis AD User Account name
and password.

Students bring device onto network

Will be directed to a login
website

This enables the same level of
filtering of websites and
access permissions as applies
to their use on an Oasis
device.

After the initial login, they will
be automatically authenticated

The certificate will enable the
device to join the wireless
network without the necessity
to use a ‘Key’

Meru Academies

Users will be required to
complete an online Acceptance
of T&C and manually install a
‘Certificate’ onto their device

The certificate will enable the
device to join the wireless
network without the necessity
to use a ‘Key’

Meraki Academies

Users will have to accept the
Disclaimer statement and view
the Acceptable Use Policy. By
accepting these, there is an
automated download of the
‘Certificate’ onto their device

The certificate enables the IT
Technical Team to see the
device on the network, it does
not track usage but does
maintain a record of where
and when the device was on
the network. The privacy of
any user is not compromised
and there is no record for use
of devices when not on the
Oasis Network.

Trust Certificate

The certificate is stored on the
device purely to enable
automated authentication onto
the network after the initial login

Acceptable devices (discussion)

The following personal electronic devices are approved:

1 Laptop computers
1 Tablet PCs
1 iPads

i E-readers
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Managing personal, student owned devices within learning
Students are permitted to use approved personal electronic devices for educational purposes
under the direction of a Classroom Teacher or Teaching Assistant.

BYOD activities are implemented at the discretion of teachers and IT Technicians. When
electronic devices are used to enhance learning in the classroom, students without a personal
device will be provided access to an appropriate academy owned digital device wherever
possible.

Violations of any policies, regulations, or school rules involving a student’s personal electronic
device may result in the loss of use of the device in school and/or disciplinary action. The school
reserves the right to inspect a student’s personal electronic device if there is reason to believe
that the student has violated academy policies, regulations, school rules or has engaged in
other misconduct while using their personal electronic device. Any search will be conducted in
compliance with Oasis policies.

The use of an approved personal electronic device is a privilege, and students may be denied
access at any time. Students wishing to participate in the Bring your Own Device program must
comply with the following guidelines and procedures.

All authorised users will sign to the effect that they know and understand that:

v the signed Acceptable Use Agreement covers the use of any personal devices
with any Oasis IT Services system both inside and outside of an academy site;

v that they are responsible for the safety of their own personal devices, Oasis
Community Learning is not responsible for the loss or theft of a device, nor are
they responsible for any damage done to the device while at school,

v that they will use an approved device;

v that they will use their personal device for an educational purpose, and students
will only use in class when given permission to do so by the teacher;

v they must keep devices turned off when not using them;

v they may not use the device camera to capture, record, or transmit audio, video
or still photos of students, or staff without explicit permission given by the
subject of the photo or video;

v they must not use the device in a manner that is disruptive to the educational
environment in the academy or allow it to disrupt other users;

v if they misuse their personal device by intimidating behaviour or found bullying
through the use of a personal electronic device, they will be disciplined under
OCL Bullying policy and procedures.

v they will take precautions to prevent the introduction of computer viruses. If in
any doubt whether a virus has contaminated their own personal device, they will
report the matter pefore connecting it to Oasis network;

v If they intend to use their own personal device in school, they will ensure that it
is charged every evening so that it is ready for use the next day;

v they are responsible for servicing of my personal electronic devices. Oasis
Community Learning will not service, repair or maintain any non-Oasis owned
technology brought to, and used at school by staff or students.
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Appendix 6 E-Safety embedded into other Oasis Policies

The overarching policy document, E-Safety Policy, has been developed to cover all aspects
for the use of IT within Oasis. Following a review of the existing E-Safety policies it is
apparent that some of the educational policies could benefit from more explicit reference to
how technologies could and should be utilised within Oasis Academies.

Links have been cross-referenced from individual education policies to the main AUTP. In
addition, as Appendices to the main policy document there are a series of guidance
documents that an individual Academy could choose to adopt or adapt as they wish for their
own requirements. References have been made to the Guidance documents as seems
appropriate within the education policy documents.

E-safety is of paramount importance, the E-Safety Policy states the oasis stance on E-Safety
and how this should be implemented. E-safety Guidelines encourages frequent reviews of
how effectively students are working within these guidelines. In addition, a series of resources
and child protection tools will be available through the online Oasis systems and Microsoft
Office 365.

Reference to aspects of E-Safety can be found within the following Oasis Policies:
Anti-bullying Policy

Behaviour for learning Policy

Curriculum Policy (Primary)

Teaching and learning Policy & Guidance (Primary)

Curriculum Policy (Secondary)

Teaching and Learning Policy (Secondary)

Parental/Carer’'s Code of Conduct Policy

Offsite activities and educational visits Policy

NG~ WNE

Anti-bullying Policy

3.2 We all have responsibility to respond promptly and effectively to issues of
bullying/harassment.
9 Is secretive about their use of the internet, mobile phones and other
technologies they have access to use
1 Does not show or choose to share what they are doing on the internet,
mobile phones and other technologies they have access to use

Behaviour for Learning Policy
The Academy Council’s Policy on Rights and Responsibilities

The Academy has the right:

I To expect students, parents/carers to adhere to the e-safety guidelines and
the Acceptable Use Policy that they have signed.

The Academy recognises its responsibility:

That any online learning space complies with e-safety guidelines and the Acceptable Use
Policy, taking effective disciplinary action for any misconduct.

The Academy expects students:
1 To work within the agreed e-safety guidelines and comply with the
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Acceptable Use Policy that they have signed.

The Academy expects parents/carers:
1 To adhere to the Acceptable Use Policy and ensure that the students within
their care work within the E-Safety guidelines

5 Disciplinary Sanctions (Disciplinary Penalties)

5.1 Specific Sanctions (Disciplinary Penalties) The Academy Council has agreed that
the following ‘disciplinary penalties may be used within the Academy:

1 Remove access to any online Oasis systems and Microsoft Office 365, the
internet and any Oasis owned ICT equipment as appropriate to the
incident — the Acceptable Use Policy provides guidelines for how
individual Academies can set their own level of privileges.

Curriculum Policy (Primary)
Objectives

To realise our aims our curriculum must;

1 Provide students with the ability to use a wide range of technological tools
to further their independent learning strategies

Additionally, our curriculum must pay attention to the most significant needs of our local
community. These needs may include:

9 Proficient use of a range of technological tools, together with awareness of
maintaining personal safety and adopting responsible attitude towards the
use of technology systems within their everyday life

Organisation and Strategies

Learning resources will be made available for anytime learning through a robust virtual
learning space that will enable all students to engage interactively. The resources and
supporting documents will be mapped against the planned curriculum.

Outcomes

Oasis Community Learning will maintain a shared online learning space, enabling all staff,
teachers, students and parents/carers to jointly celebrate, share and learn from one
another. The tools provided within the online learning space give a secure way to
introduce students to the world of social networking and how to protect themselves as
they become autonomous users of technology systems that fall outside of controlled
Academy environment.

Teaching and Learning Policy & Guidance (Primary)
Objectives
Each student will be encouraged to:

1 Learn to acquire information from a variety of sources and to record
their findings in various ways according to their own preference, which
will include a range of technological tools

91 Develop knowledge, understanding and control of a wide range of
technological tools to further their independent learning strategies

1 Know how to work within e-safety guidelines within their everyday life
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Expectations

Allow students to choose their own ways of working to develop as independent learners that
will include the selection of the appropriate technological tools

Students will be able to study from any location; access to the Oasis Virtual Learning
Platform will provide a series of technology learning tools and resources to help students
to plan, collaborate, and receive feedback from teachers or other expert sources, including the
use of video conferencing between sites, relating to their chosen subjects.

Classroom teachers will be expected to:

1 Use a range of technological tools selectively and appropriately to enhance the
teaching process and motivate students towards positive attitudes to learning,
enabling them to take more responsibility for their own learning.

1 Make effective use of the online Oasis systems and Microsoft Office 365 to
develop effective engagement in learning from any location, including home and
during educational visits.

1 Provide situations to evaluate how well students understand how to work safely
online both within the Academy and their everyday life and monitor students
working online to ensure that they are working with e-safety guidelines

1 Make sure that any incidents, either misuse of systems or access to
undesirable internet websites is reported according to the E-Safety Policy.
(See E-Safety, Appendix 3, Roles and Responsibilities, Appendix 5, Oasis Staff
Agreement)

Support staff will be expected to:

9 Monitor students working online to ensure that they are working with e-
safety guidelines

Students will be expected to:

1 Develop safe ways of working within the e-safety guidelines from the AUTP
when making use of technological tools both in the Academy and when
accessing resources remotely

Parents and carers will be expected to:

1 Ensure that they have an understanding of how their child can work safely
online by following the Oasis E-Safety guidelines and complying with the
Acceptable Use Policy.

Learning environment:
We believe that:
9 Stimulating resources through any online Oasis system and Microsoft Office 365

should be available in a format appropriate to the students and accessible
from a range of devices within the learning environment

1 The provision of secure storage areas for student’s personal devices when not
required will provide a solution so devices are not left unattended

Links with other policies and documents:
Acceptable Use of Technologies Policy, E-Safety Policy
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Curriculum Policy (Secondary)

Curriculum Principles

Oasis Community Learning will maintain a shared online learning space, enabling all staff,
teachers, students and parents/carers to jointly celebrate, share and learn from one another.
The tools provided within the online learning space give a secure way to introduce students
to the world of social networking and how to protect themselves as they become
autonomous users of technology systems that fall outside of controlled Academy
environment.

Access to the use of personal devices to allow students to develop as autonomous learners will
become increasingly important within the learning environment. As IT services continue to
develop, it is important that permission for the use of such devices is granted in accordance
with the agreed principles of the E-Safety Policy

E-safety guidelines, will be adopted or adapted by the Academy. Users of the Oasis IT systems
will be able to work safely if they follow the guidelines both within the Academy learning
environment and their everyday life.

Procedures

Students will be able to study from any location; online Oasis systems and Microsoft Office
365 will deliver a series of technology learning tools and resources to help students to plan,
collaborate, and receive feedback from teachers or other expert sources that may include the
use of video conferencing between sites, relating to their chosen subjects.

Key Stage Three

Students will also have access to a range of technological tools to develop their own
strategies for learning, sports and ICT. Religious Education may be delivered as a discrete
subject or in an extra- curricular manner.

Key Stage Four

Students will be able to study from any location; online Oasis systems and Microsoft Office 365
will deliver a series of technology learning tools and resources to help students to plan,
collaborate, and receive feedback from teachers or other expert sources relating to their chosen
subjects.

Post 16 Study

Students will be able to study from any location; online Oasis systems and Microsoft Office
365 will deliver a series of technology learning tools and resources to help students to plan,
collaborate, and receive feedback from teachers or other expert sources relating to their chosen
subjects.

Teaching and Learning Policy (Secondary)

High quality learning is the result of all teachers:

1 Being able to use a range of technological tools to aid planning,
communication, collaboration and feedback

Outstanding teaching occurs when teachers...
1 Support students in selecting appropriate technological tools to improve
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their development as autonomous learners

To achieve this, Middle leaders will be expected to:

T

1

Ensure that a wide range of technological tools are used appropriately to
enhance pedagogy

Review how effectively the students are working within the e-safety
guidelines that form part of the AUTP

Review whether the Academy’s disciplinary sanctions, with regards to access to
technologies, is protecting individual students sufficiently and not affecting the
way in which they choose to work.

Ensure that any external agencies, third party suppliers or other organisations
working with Academies are aware of the e-safety guidelines and the AUTP

Make sure that any incidents, either misuse of systems or access to
undesirable internet websites is reported according to the Acceptable Use of
Technologies Policy. (E-Safety, Appendix 3, Roles and Responsibilities and
Appendix 5, Oasis Staff Agreement)

Classroom teachers will be expected to:

T

use a range of technological tools selectively and appropriately to enhance
the teaching process and motivate students towards positive attitudes to
learning, enabling them to take more responsibility for their own learning

make effective use of online Oasis systems and Microsoft Office 365 to
celebrate, share and learn from one another. The tools provided within the
online Oasis systems and Microsoft Office 365 give a secure way for students to
engage in a controlled social network

ensure that students know how to protect themselves as they become
autonomous users of technology systems that fall outside of the controlled
Academy environment.

Make sure that any incidents, either misuse of systems or access to
undesirable internet websites is reported according to the Acceptable Use of
Technologies Policy (See AUTP, Section 5, E-Safety, Appendix 3, Roles and
Responsibilities and Appendix 5, Oasis Staff Agreement)

Support staff will be expected to:

)l
)l

use a range of technological tools as agreed with the class teachers

make sure that any incidents, either misuse of systems or access to
undesirable internet websites is reported according to the Acceptable Use
of Technologies Policy (See AUTP, Section 5, E-Safety, Appendix 3, Roles
and Responsibilities and Appendix 5, Oasis Staff Agreement)

Students will be expected to:

1

1

ensure that any devices provided by Oasis for their personal use are brought
in to the Academy unless specifically told not to and are fit for purpose.

develop safe ways of working within the e-safety guidelines from the AUTP
when making use of technological tools both in the Academy and when
accessing resources remotely

understand how important the reporting any inadvertent access to
undesirable internet websites or images is and ensure that they report any
such instances to their class teachers

Parents and carers will be expected to:
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1 ensure that any devices provided by Oasis for their child’s personal use are
used in accordance with Oasis’s Home Use Agreement Policy and are
maintained fit for purpose. (See E-Safety Appendix 5)
1 ensure that that child can work safely within the E-Safety guidelines according
to the Acceptable Use of Technologies Policy. (See E-Safety Policy, Appendix
5)
We believe learning will most effectively take place when:
9 students select appropriate technological tools to support their learning by
enabling them to plan, celebrate, collaborate and communicate in a
format that is most appropriate to their own learning strategies

1 See Lead Practitioner handbook guidance for planning lessons
(supplementary sheets) Acceptable Use of Technologies Policy and
Appendices 1 - 11
Feedback
High quality feedback improves self-motivation of students resulting in maximising their
learning outcomes. Therefore, we will ensure that:

9 feedback can be accessed from any location through the online Oasis
systems and Microsoft Office 365 enabling students to benefit by being able to
assimilate the content of feedback whenever they want/need to and wherever
they are

Learning environment
We believe that...
9 stimulating resources through the online Oasis systems and Microsoft Office 365

should be available in a format appropriate to the students and accessible
from a range of devices within the learning environment

Therefore, we will ensure that...
9 All classrooms are visually stimulating and designed to motivate learning
and that displays:
To ensure the safety of personal devices within the learning environment:
9 the provision of secure storage areas for student’s personal devices when not
required will provide a solution so devices are not left unattended
The Quality Mark: Behaviour for learning — (Optional — see Appendix E)

A number of specific policies which relate to particular aspects of teaching and
learning will be developed alongside this document and will provide more specific
guidance in certain areas

Parental/carer’s Code of Conduct Policy
The Scope and Application of this Policy

The policy aims to ensure that the following behaviours demonstrated by parents will be
dealt with by the Academy:

1 Misuse of systems, for example the online Oasis systems and Microsoft

Office 365, or equipment provided by Oasis

Information for parents
Parents/carers will be expected to comply with the E-Safety Policy and Acceptable Use of
Technologies Policy with any Home Agreement that Oasis issues regarding their child’s
use of the online Oasis systems and Microsoft Office 365 and Academy owned equipment.
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Offsite activities and educational visits Policy

E-safety procedures

Personal devices

Oasis E-Safety and an Acceptable Use of Technologies Policies apply wherever Oasis
systems or equipment may be used. Therefore, students should be reminded that they have
signed an Acceptable Use Agreement for use of Oasis systems and equipment and this will
apply to any activities or visits carried out as oasis students.

Mobile Phones

At the discretion of the Trip Leader, students are allowed to take mobile phones on
educational visits but they should be used for emergency purposes only. However, as in
Oasis, students will be responsible for their own belongings. For personal safety reasons,
students should be advised not to carry any technological devices, for example mobile
phones, iPads in a prominent and vulnerable position. On trips abroad, the cost implications
of making calls from abroad should also be pointed out to students.

Mobile phones, however, can be a vital lifeline on exchange visits. Staff should make
arrangements whereby they can be contacted at all times when the group is not under
close supervision. Each student should have the contact telephone number and should know
an emergency code, e.g. a word or a phrase, to be used to indicate that there is a serious
problem and help is needed.
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Appendix 7 Rationale for primary student accounts, email and password protocol
Description Why make it Related risks | Mitigation
Function available
User Accounts | Individual 1 By having 1 Younger 1 Have User Account name on
OasisNet individual students not Flash cards as the User
accounts for ALL accounts, able to Account on its own isn’'t a

students and
users to provide
access to
Microsoft 365.

security software
tools can trace
and report on
usage by
individual
accounts. This
makes users
individually
accountable for
their actions
within the
environment.

9 A number of
learning
resources,
including
Microsoft 365
will build
permissions
based upon the
user account
profile.

9 Targeted
resources are
provided to
users on the
basis of user
accounts. This is
not possible
where students
do not have an

remember login
details.

1 Everyone being
able to guess
usernames and
passwords

1 Students
deliberately
‘forgetting’ their
password to
delay or distract
from learning

risk it's only in combination
with a valid password that
access is gained.

1 Flash Cards can be stored in
holders and students
retrieve them to copy them
when they log in — although
this might prolong logging on
it is part of the ‘education’
processes needed for safe
use of technologies

1 Shared accounts be made
available for Reception class
children but use strictly
limited outside of these year
groups.

1 All Academy Staff being
given access to tools to
reset student passwords
from their Laptop or other
device

individual
identity.

Email Personal email 1 A number of 1 Students being |1 Email can be restricted to
accounts for ALL learning resource able to contact within the Oasis IT system. A
students and websites require other students — | defined policy around this
OasisNet users email details cyber bullying required for all students. The

9 The email risk current system will restrict
account if the 1 Students being student email accounts within
unique identifier able to contact Oasis domain.
associated with external 1 Accepting the ‘Disclaimer’
access to contacts and agreement and signing the
resources and being vulnerable | ‘User Agreement’ needs to
links to shared to cyber be taken seriously and
resources are bullying, brought to all Users’ attention
generally harassment and at least annually, with the
exchanged via being a bully implications of misuse
email. themselves highlighted — please see

1 Student — ’Acceptable Use of
teacher contact Technologies’ and ‘E-Safety
Policy’ documents for sample
agreements
Passwords Individual 9 The only way to i Students (and |1 Infrastructure team are

passwords for
ALL students
and OasisNet
Users that are
not published or
stored as lists,
allowing students
to manage their
own password

be able to add
significant level
of security and
accountability for
students and
prevent their
passwords from
being known and
other

other users)
forgetting
passwords and
unable to login
when needed
and process of
re-issue
making it
difficult to

looking at the potential for
‘local’ management of
passwords with teachers
and/or authorized named
individuals able to change or
view passwords. At present
non-student users have the
ability to change their own
passwords but not those of

Oasis Community Learning E-Safety Policy
V5.0 December 2016 / IT Services/ Review date:

65




security.

impersonating
them whilst
carrying out
malicious acts.
Therefore,
students’ user
accounts will be
set from Year 4
upwards to have
a ‘real world’
complex
password. This
is in line with
requirements of
the Computing
Curriculum and
can be
supported by
focused learning
activities at the
start of Year 4 —
this is
exemplified in
the sample
Oasis Primary
Computing
Curriculum

9 Starts the
process of
understanding E-
Safety

engage that
student within
a session
Students telling
their
passwords to
others and
their accounts
being
compromised
unauthorized
use made of
account
People being
able to guess
obvious
passwords

students, when investigated
will update with solution

1 One potential fix is for
teachers needing ‘immediate’
response to contact local
technical teams via Skype for
Business. Logistics cannot
guarantee that this will be a
solution, but worth
considering.

1 Will add a responsibility to
the schools to manage the
process

1 Younger students can have a
simpler password complexity
requirement to make
passwords easier to
remember.

1 Regular changes to the
password will need to be
enforced by a password
policy — this will be unpopular
but is one of the most secure
ways to progress correct
level of security whilst
maintaining access.
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